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1
Decision/action requested

This contribution provides details on how it is possible for the security contexts in use on the 3GPP and non-3GPP accesses to have the same ngKSI but different KAMFs.
2
References

[1]
S3-191503 Clashing ngKSI for different security contexts in multi-NAS scenarios
3
Rationale

This contribution provides details on how it is possible for the security contexts in use on the 3GPP and non-3GPP accesses to have the same ngKSI but be different security contexts. The problem is that it is possible to end up with two different mapped security contexts having the same ngKSI as follows:

1.
UE starts on 4G

2.
UE hands over to 5G – it now has mapped context 

3.
UE sets up non-3GPP access – mapped context now used on both 3GPP and non-3GPP accesses

4.
UE hands over to 4G but keeps registration to non-3GPP access 

5.
UE hands over to 5G and is connected on non-3GPP access – at this stage different mapped security contexts are now in use on the 3GPP and non-3GPP accesses but they both have the same ngKSI.
6. AMF send a NAS Security Mode Command on the non-3GPP access to try to activate the security context in use of the 3GPP access on the non-3GPP access – the UE can not distinguish which context the AMF wants it to use for the NAS SMC procedure as both security contexts have the same ngKSI. 

This issue should only happen with mapped context as in the interworking with 4G cases, the AMF must use the ngKSI derived from the KSI.

A simple solution this problem is to use the 3GPP security context in this case, i.e. when ngKSI on 3GPP and non-3GPP accesses are the same but the security contexts have different KAMFs.  A CR to capture such behaviour is provided in S3-191503.
4
Detailed proposal

This contribution is for discussion to provide motivation for the CR in S3-191503 [1].
