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1
Decision/action requested

This contribution provides an evaluation for solution #5 in TR 33.819 which is a proposed key hierarchy for non-AKA EAP authentication methods
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3
Rationale

Solution #5 propose a slight change to the key hierarchy used for AKA authentication methods in public networks to change the way KAUSF is calculated when non-AKA EAP based authentication methods are used. This is the only changes to the key heirachy that this solution proposes. 
Clearly the methods of calculating KAUSF for 5G AKA and EAP-AKA’ given in clause 6.2.1 of S 33.501 [2] will not work directly for non-AKA EAP based authentication methods. Hence it is necessary to provide a new metod of calculating KSEAF. The method proposed in solution #5 only varies from the one used for EAP-AKA’ in the way that the EAP method calculates the EMSK. 

Solution #5 also provides a complete solution to the key hierarchy for non-AKA EAP based authentication methods and hence satisfies key issue #5.1.

The below pCR proposes to capture these points in the TR [1].  
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in [1].
**** START OF CHANGES ****

6.5.3
Evaluation

The proposed solution meets all the requirements of key issue #5.1.

This solution seems to make the smallest amount of change possible to the key hierarchy for AKA methods to make it applicable to non-AKA EAP based authentication methods as compared to EAP-AKA’. It only varies in the way the EAP based method derives the EMSK from an EAP authentication. This change is necessary as the EAP-AKA’ way of deriving EMSK does not apply to general EAP methods. 
**** END OF CHANGES ****

