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1
Decision/action requested

This paper proposes to resolve an EN in solution #8 in TR 33.825 [1].
2
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3GPP TS 33.501: "Security architecture and procedures for 5G system (Release 15)".

3
Rationale

This paper proposes to resolve an EN in solution #8 in TR 33.825 [1].
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.825 [1]. 

**** START OF CHANGES ****
6.8
Solution #8: Handling of UP security activation status and selection of SN in Dual Connectivity 
6.8.1
Introduction

This security solution address Key Issue #3: UP security policy handling for multiple PDU sessions established for redundant data transmission in TR 33.825 [1] and the security solution for Dual Connectivity (DC) specified in TS 33.501 in 5G Rel-15. 

In the recommended SA2 solution #1 in TR 23.725 [2], for one PDU Session it is explicitly requested by Core Network to Master Node (MN) that the user plane path goes via the MN, and for the other (second) PDU Session it is explicitly requested by Core Network to MN that the user plane path goes via the SN using dual connectivity. 
The assumption is that the MN and the SN could be either a gNB or a ng-eNB. 

There are some potential issues with using this solution for URLLC services:

Issue 1:
If the indication for either UP integrity protection or UP encryption or both in the UP security policy enforcement information sent from SMF to the MN, is set to the value "preferred", then one of the nodes (MN or SN) may choose a different security activation status compared to the other node. The result would be that the DRB’s established for the first PDU session and the second PDU session will use different security activation status (for example: UP integrity protection could be activated for one PDU session but not for the second PDU session).

Issue 2:

In the case the UP security policy enforcement information sent from SMF to the MN, does not allow the value "preferred" as described in Solution #1 "Security solution for handling UP security policy for multiple PDU sessions for redundant data transmission", the MN may not know in advance if the selected SN can comply to the UP security policy enforcement information sent from the MN to the SN, when offloading the DRB’s for the second PDU session to the SN. If the SN cannot comply, then the SN would reject the request from the MN to offload DRB(s) to the SN. In this case the MN may have already established and activated the DRB’s with the UE for the first PDU session.
6.8.2
Solution details

This solution proposes to re-use the security solution for Dual Connectivity (DC) as specified in TS 33.501 in 5G Rel-15, with the following enhancements for redundant data transmission:
To resolve issue 1 in clause 6.Y.1:
· The MN shall store the applied UP security activation status used for the DRB’s established for the first PDU session between the MN and the UE. This is to avoid that one of the nodes (MN or SN) chooses a different security activation status compared to the other node, for the first and second PDU sessions. The MN shall provide the same stored UP security activation status applied for the first PDU session to the SN, when offloading the DRB’s for the second PDU session. The SN shall use the received UP security activation status received from the MN. This would ensure that the same UP security activation status is applied to all the DRB’s established for the first and second PDU session.
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Figure 6.8.2-1. Applied UP security activation status for two PDU sessions used for redundant data transmission using DC
1. RRC Connection Establishment procedure is established between UE and MN. 
2. UE initiates a PDU establishment procedure with the network for a first PDU session, PDU1, for URLLC services.
3. If the SMF has not yet registered for this PDU Session ID, the SMF registers with the UDM. The SMF determines the UP security policy for PDU1 and assigns the UP security policy for PDU2 to the Master Node in Dual Connectivity.
4. The MN determines the UP security activation status for the DRB’s to be established with the UE for PDU1 from the setting in the received UP security policy. The MN initiates the RRC Connection Reconfiguration procedure with the UE. The UE accepts the RRC Connection Reconfiguration Request after validating its integrity. The UE shall also compute the needed RRC and UP keys and activate the UP protection as per the indications received for the associated DRBs and/or SRB. The UE sends the RRC Reconfiguration Complete to the MN. The UE activates the chosen encryption/decryption and integrity protection keys with the MN.
5. The MN stores the used UP security activation status for the DRB’s to be established with the UE for PDU1.
6. UE initiates a PDU establishment procedure with the network for a second PDU session, PDU2, for URLLC services.
7. If the SMF has not yet registered for this PDU Session ID, the SMF registers with the UDM. The SMF determines the UP security policy for PDU2 and assigns the UP security policy for PDU2 to the Master Node in Dual Connectivity.
8. The MN sends SN Addition/Modification Request to the SN over the Xn-C to negotiate the available resources, configuration, and algorithms at the SN. The MN computes and delivers the KSN to the SN if a new key is needed. The UE security capabilities and the UP security policy for PDU2 received from the SMF shall also be sent to SN. In addition, the MN delivers the stored and used UP security activation status for the DRB’s established for PDU1.
9. The SN determines whether it can comply with the UP security policy for PDU2 and the UP security activation status for the DRB’s established for PDU1, received from the SMF.
10. The SN sends SN Addition/Modification Acknowledge to the MN indicating availability of requested resources and the identifiers for the selected algorithm(s) for the requested DRBs and/or SRB for the UE. The UP integrity protection and encryption indications shall be sent to the MN.
11. The MN sends the RRC Connection Reconfiguration Request to the UE instructing it to configure the new DRBs and/or SRB for the SN. The MN shall include the SN Counter parameter to indicate a new KSN is needed and the UE shall compute the KSN for the SN. The MN forwards the UE configuration parameters (which contains the algorithm identifier(s) received from the SN in step 10) , and UP integrity protection and encryption indications(received from the SN in step 10) to the UE. 

12. The UE sends the RRC Reconfiguration Complete to the MN. The UE activates the chosen encryption/decryption and integrity protection keys with the SN.
13. MN sends SN Reconfiguration Complete to the SN over the Xn-C to inform the SN of the configuration result. On receipt of this message, SN may activate the chosen encryption/decryption and integrity protection with UE.
To resolve issue 2 in clause 6.Y.1:
· The MN shall be preconfigured or have access with/to information of the supported security in the available SN(s) (for example: whether UP integrity protection is supported in the SN or not). The MN shall take this information into account when selecting the SN. In case UP integrity is supported, then such configuration information is not needed.
6.8.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

**** End of Changes ****
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