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1
Decision/action requested

It is proposed to update the evaluation of solution 2 of TR 33.835[1].
2
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3
Rationale

As part of the solution 2, this paper proposes to add text in the evaluation clause 6.2.3 in TR 33.835[1] conforming to the guidelines of S3-190934 [2]. 
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.835 [1]. 
**** START OF CHANGES ****
6.3.3
Evaluation

This solution addresses KI#1, KI#2 and KI#4. The solution includes a proposal for an authentication framework which includes an anchor function (AAuF) and it proposes the use of EAP-AKA' as a transport independent authentication procedure including the necessary adaptations for IP and Ethernet based PDU sessions. 
The solution proposes a user plane authentication and key agreement procedure for the derivation of the AKMA anchor key KAKMA using an anchor function AAuF. The AAuF interfaces directly the UE and the AUSF for the realization of the authentication procedure. The solution proposes EAP-AKA' as the authentication method. The authentication procedure assumes the support of the EAP framework as specified in RFC 3748 [4] such that:

· The UE takes the role of the peer,

· The AAuF takes the role of a pass-through authenticator, and

· The AUSF takes the role of the backend authentication server.
The solution has potential impact on the following parts of the system:

· New NF: A new network function AAuF needs to be developed which interfaces with the UPF and can invoke the related SBA-based interfaces of the AUSF. The potential new NF needs to support the PANA and EAPoL protocols since the authentication method is EAP-AKA' and UP PDU sessions are of the IP or Ethernet type respectively. 
· AUSF: The AUSF needs to implement new or re-use existing SBA interfaces for the authentication request and response from/to the AAuF. 
· UE: The PANA and EAPoL protocols needs to be supported on the UE side. 
The advantages of this solution are:

· The solution uses IP based interfaces which fulfils the requirements on the KI #2 for transport independence

· The solution is not dependent on internal keys such as KAUSF, KSEAF for the KAKMA derivation and therefore has a reduced complexity for the management of the anchor key KAKMA. 

The disadvantages of this solution are: 
· Impact on the UE and core network for the support of the PANA and EAPoL protocols
· The solution is applicable for two out of three PDU session types (IP and Ethernet based). 
**** End of Changes ****

