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1
Decision/action requested

This paper proposes to add a new key issue for the authentication framework for the UE in the IAB security architectture.
2
References

 [1]
3GPP TR 33.824 Study on Security for NR Integrated Access and Backhaul 
3
Rationale

This paper proposes to add a new key issue for the authentication framework for the UE in the IAB security architecture. 
4
Detailed proposal

It is proposed to approve this pCR to be included in the SA3 TR 33.824 [1]. 
**** BEGIN CHANGES ***
5.X
Key issues on authentication framework for UE

5.X.X
Key Issue #X.X: Authentication framework for a UE in a 3GPP network supporting the IAB security architecture

5.X.X.1
Key issue details

A 3GPP UE can connect to a 3GPP network supporting the IAB architecture either to an IAB-node or directly to an IAB-donor. The UE needs to be authenticated by the 3GPP network and the UE needs to authenticate the 3GPP network. 

It is expected that Rel-15 UE’s shall be able to connect and register to a 3GPP network supporting IAB architecture.

5.X.X.2
Security threats

If the UE is not authenticated by the 3GPP network then a false UE is able to connect to the 3GPP network via an IAB node and/or IAB donor.

If the UE does not authenticate the 3GPP network, then the UE may connect to a false IAB node, a false IAB donor or a false 3GPP core network.

5.2.X.3
Potential security requirements

Mutual authentication of the UE and the 3GPP network supporting the IAB security architecture shall be supported.
**** END CHANGES ***
