3GPP TSG-SA WG3 Meeting #95 
S3-191455
Reno (US), 6-10 May 2019















revision of S3-19xabc
Source:
Ericsson
Title:
Conclusion on second requirement (reactive action) of KI#3
Document for:
Approval

Agenda Item:
8.9
1
Decision/action requested

It is requested that proposed changes are approved.
2
References

[1]
N/A
3
Rationale

The present pCR proposes a conclusion on second requirement (reactive action) in the Key Issue #3 in TR 33.809.

4
Detailed proposal

*** BEGIN CHANGES ***
7
Conclusions

Editor’s Note: This clause contains the agreed conclusions.

7.X
Conclusions on Key Issue #3
Editor’s Note: The content is preliminary and could be udpated.

For the first requirement on this key issue (i.e., detection at genuine network) following is agreed.

· TBD
For the second requirement on this key issue (i.e., reactive action from genuine network) following is agreed. 

-
Once the genuine network detects the presence of false base stations, it natural to question what the network shall do next. In the current release of the specification, any reactive action from genuine network will not be standardized in 3GPP and are rather left open for implementations. The reason is that standardizing reactive actions is counter-effective and has similar effect as making firewall-rules public, which only helps attackers to know what not to do and possibly inspire attackers what to do. 

- 
For reactive actions on network-side, there could be some reactive actions like creating statistics of false base stations and using such statistics to enhance the network planning. The network could also try to localize and neutralize the false base stations themselves or just inform the law enforcement agencies. These kind of network-side reactive actions are not be standardized in 3GPP for the current release of the specification and are rather left open for implementations.

-
For reactive actions towards UEs, it might sound lucrative to push some reactive actions towards the UEs, e.g., cell-barring information, cell re-selection criteria, or handover blacklists, etc. But, those kind of reactive actions towards UEs could themselves be a kind of attack. In other words, false base station attackers could mis-use the standardized mechanism and carefully trigger the network to push reactive actions towards UEs which could make the effect of the attack longer or more serious. Therefore, any reactive actions towards UEs are not standardized in 3GPP for the current release of the specification and are rather be left open for implementations.
*** END OF CHANGES ***
