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1
Decision/action requested

The security solution for authentiaiton of untrusten non-3PP access (33.501, clause 7.2.1) is proposed to be used for SNPN service access via PLMN and PLMN service access via SNPN.
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References
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3GPP TS 23.501
3
Rationale

SA2 agrred on a  CR providing the details for standalone NPNs and describe access to PLMN services via SNPN in clause 5.30.2.7 as follows:

To access PLMN services, a UE in SNPN access mode that has successfully registered with an SNPN may perform another registration via the SNPN with a PLMN (using the credentials of that PLMN) following the same architectural principles as specified in clause 4.2.8 and the SNPN taking the role of “Untrusted non-3GPP access”. 

Access to SNPN services via PLMN are described in clause 5.30.2.8:

To access SNPN services, a UE that has successfully registered with a PLMN may perform another registration via the PLMN with an SNPN (using the credentials of that SNPN) following the same architectural principles as specified in clause 4.2.8 and the PLMN taking the role of “Untrusted non-3GPP access”.

Thus, if either SNPN or PLMN takes the role of “Untrusted non-3GPP access”, the same security solution as described in 33.501 can be applied. Thus, it is proposed to add  this as the corresponding solution to 33.819 and conclude to use this as basis for 33.501.

It is proposed to endorse the usage of the existing security solutions for non-trusted access in NPN deployments by adding 2 solutions to the TR 33.819.

4
Detailed proposal
****** START OF CHANGES

****** CHANGE 1
6.X
Solution #X: Solution for SNPN service access via PLMN 
6.X.1
Introduction

This solution is addressing the key issues #2.1, #2.2, and #2.3 related to security aspects on initial registration for SNPN access via a PLMN.
6.X.2

Solution details

If a UE in SNPN access mode that has successfully registered with an SNPN performs another registration via the SNPN with a PLMN (using the credentials of that PLMN), the authentication mechanism defined for “Untrusted non-3GPP access” in 33.501 clause 7.2.1 shall apply. SNPN is taking the role of “Untrusted non-3GPP access”, i.e. accessing PLMN services via the PLMN’s N3IWF.

6.X.3

Evaluation 

This solution describes the the security solution for SNPN service access via PLMN in line with SA2 decision to use untrusted non-3GPP access.
****** CHANGE 2

6.Y. Solution #Y: PLMN service access via SNPN

6.Y.1
Introduction

This solution is addressing the key issues #2.1, #2.2, and #2.3 related to security aspects on initial registration for PLMN access via SNPN
6.Y.2

Solution details
If a UE in PLMN access mode that has successfully registered with an PLMN performs another registration via the PLMN with a SNPN (using the credentials of that SNPN), the authentication mechanism defined for “Untrusted non-3GPP access” in 33.501 clause 7.2.1 shall apply. PLMN is taking the role of “Untrusted non-3GPP access”, i.e. accessing SNPN services via the SNPN’s N3IWF.
6.X.3

Evaluation 

This solution describes the the security solution for PLMN service access via SNPN in line with SA2 decision to use untrusted non-3GPP access.
****** CHANGE 3

X.Y Conclusion on security for SNPN service access via PLMN and vice versa
Solution #X and #Y are added to 33.501 for addressing security aspects on initial registration for SNPN service access via PLMN and vice versa PLMN service access via SNPN addressing key issues in 5.2.
****** END OF CHANGES
