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*********** START OF CHANGES

14.X
Services provided by UDR

14.X.1
General

The Unified Data Repository is located in the same PLMN as the NF service consumers storing in and retrieving data from it using Nudr. 

Nudr is an intra-PLMN interface and allows NF consumers to retrieve, create, update, subscribe for change notifications, unsubscribe for change notifications and delete data stored in the UDR, based on the set of data applicable to the consumer. 

14.X.2
Nudr_DM services
The Nudr_DM services operations are described in 23.501 [X] clause 7.2.10 and 23.502 [X] clause 5.2.12.

Security relevant subscription data put or retrieved from the UDR are the UE’s authentication data: 

· authentication method, 

· encrypted permanent key, 

· identifier for the parameter set securily stored in the UDM/ARPF and used to decrypt the encrypted permanent key within the HSM, 

· sequence number, 

· authentication management field (AMF), 

· identifier for the parameter set providing details on the algorithms and parameters used to generate authentication vectors and securely stored in UDM/ARPF, 
· encrypted keys (OpcKey or TopcKey), optional subscription data (stored in encrypted format in the UDR) that are used (if present) instead of calculated values.
14.X.3
Nudr_DM_Query service operation

Nudr_DM_Query service operation is described in 23.502. If used for authentication subscription data, the following shall apply:
Service operation name: Nudr_DM_Query.
Description: NF service consumer requests Authentication Subscription data from UDR.

Inputs, Required: Data Set Identifier, SUPI.

Inputs, Optional: None.
Outputs, Required: The UE’s Authentication Subscription Data.
Outputs, Optional: None.
14.X.4
Nudr_DM_Update service operation

Nudr_DM_Update service operation is described in 23.502. If used for authentication subscription data, the following shall apply:

Service operation name: Nudr_DM_Update.
Description: NF service consumer intends to update the sequence number within the UE's Authentication subscription data stored in the UDR.
Inputs, Required: SUPI, SQN.
Inputs, Optional: None.
Outputs, Required: Result.
Outputs, Optional: None.
*********** END OF CHANGES


