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1
Decision/action requested

This document proposes to discuss the threats if the authentication status in the UDM is not removed, and the ways to remove it.
2
References

[1]    3GPP TS 33.501 "Security architecture and procedures for 5G system"
[2]
   3GPP TS 29.503 "5G System; Unified Data Management Services”

3
Discussion
3.1 Problem if the authentication result is not removed after deregistration
Currently, TS 33.501 [1] clause 6.1.4 specified that AUSF will inform the UDM about the result and time of an authentication procedure. However, in case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, whether to remove the authentication result from the UDM is not clearly specified, which may cause security isssues.
Issue 1

Assume that UE registers into the HN via SN1. 
In case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure, if AuthEvent of SN1 is not deleted from the UDM, fraudulent Nudm_UECM_Registration Request for registering the subscriber's serving AMF in UDM may also be sent by the AMF of SN1. However, the fraud can not be detected in UDM, since the AuthEvent of SN1 states that SN1 is successfully authenticated. The UDM will accept the fraudulent Ndm_UECM_Registration. Hence, the fraud described in the TS 33.501 clause 6.1.4.1 is not prevented in this case.
Issue 2
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Figure 1 UE moving in the multiple registrations in different serving networks scenario.

As illustrated in the following figure, assuming that UE is currently registered successfully into the HN via SN1 using non-3GPP access, and via SN2 using 3GPP access (see the black line of Figure 1). The AuthEvent as an access type-unrelated parameter stored in the UDM is specified in TS 29.503 [2]. In this scenario, the UDM will store two AuthEvents for different PLMNs.
Table 2: AuthEvent for SN1 in UDM

	Attribute name
	Data type

	AUSF instance ID
	NfInstanceId

	success
	Success

	timeStamp
	DateTime

	authType
	AuthType

	SN1 name
	ServingNetworkName


Table 3: AuthEvent for SN2 in UDM

	Attribute name
	Data type

	AUSF instance ID
	NfInstanceId

	success
	Success

	timeStamp
	DateTime

	authType
	AuthType

	SN2 name
	ServingNetworkName


Considering the case where the UE moves from non-3GPP access coverage of SN1 to non-3GPP access coverage of SN3, in this case the UE will deregister from the SN1, and will register into the HN via SN3 using non-3GPP access.  

If the AuthEvent of SN1 is not deleted from the UDM, the following security issues may happen:
1) Since the UDM is “full” of two authentication results of SN1 and SN2, the AUSF may not be able to store the successful authentication results of SN3 into the UDM, which will cause DOS to the UE.
2) Since the UDM is “full” of two authentication results of SN1 and SN2, when the AUSF tries to store the successful authentication results of SN3 into the UDM, it has to overwrite the authentication results of either SN1 or SN2. If the AuthEvent of SN2 is overwritten, the service provided by SN2 will be impacted, which will also cause DOS to the UE.
Observation 1: the AuthEvent stored in the UDM shall be removed in case of UE-initiated deregistration procedure or network-initiated deregistration or SMC failure after AKA during the registration procedure
3.2 Options for removing the authentication result
There may be two options for the AuthEvent removing while deregistration, one is triggered by the AUSF, and the other is trigged by the AMF.
Option 1: Trigged by the AUSF (AMF(AUSF(UDM)
Here, a new service shall be defined for AUSF, allowing the NF (e.g. AMF) to invoke this service for AuthEvent removing. On the other hand, a new service for the UDM also needs to be defined, which can be invoked by AUSF to remove the AuthEvent stored in the UDM.

Logically, it is the AUSF that triggers to store the AuthEvent in UDM by using the Nudm_UEAuthentication_ResultConfirmation Request sevice. Hence, It is reasonable that the AUSF should also trigger to remove it.

Option 2: Trigged by the AMF (AMF(UDM)
For this option, the AMF can request UDM  directly for AuthEvent handing by several ways, such as invoking a new service provided by the UDM asking for AuthEvent removing, or sending the deregistration request to the UDM.
However, there are severals issues if the AuthEvent removing is triggered by the AMF:
· Problem A: It seems not reasonable that the AUSF triggers to store the AuthEvent in the UDM, then the AMF triggers to remove it in the UDM. Moreover, any AMF could remove the AuthEvent in UDM by using this service, which may cause security issues. 
· Problem B: During the registration procedure, when the authentication is successfully, the UDM stores the AuthEvent. But if the NAS SMC procedure failes e.g. the UE sends SMC reject to the AMF, AuthEvent shall also needs to be removed. However, UDM has no information about the AMF, such as AMF instance ID. The UDM may discard the messages sent by the AMF.

· Problem B: As stated in observation 1, in case of SMC failure after AKA during the registration procedure, the AuthEvent shall also needs to be removed. However, since at this stage the AMF has not even registered into the UDM, so if the AMF triggers to delete the AuthEvent in the UDM, the UDM may discard it.
· Problem C: UE may register in the same serving network via both 3GPP and non-3GPP access. When the AMF deregisters from the UDM by calling either 3GPP access or non-3GPP access service, the UDM will only mark this acces type (3GPP access or non-3GPP) related contexts data invalid. But the AuthEvent is not aware of the access type, so if the AMF triggers to remove the AuthEvent, either the AMF or the UDM shall confirm there is only one active NAS connection.
Considering the above discussion, the better choice would be the AUSF for triggering the AuthEvent removing.
Observation 2: Option 1 is recommended.
4
Detailed proposal

It is proposed to consider the above discussion, and approve the accompany CR S3-19xxxxx and send a LS to CT4 to update their specication. 
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