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1
Decision/action requested

It is suggested that the new Key issue is added to the study in TR 33.xxx
2
References

[1]
3GPP TS 33.501, v.15.4.0, Security architecture and procedures for 5G system  
3
Rationale

As described in TS 33.501, there are two types of access tokens which are NF-type specific and NF-producer specific. With the former a NF consumer can access all NF producers with the same NF-type, e.g., one AMF can access to all SMFs.  With the latter a NF consumer can access multiple NF producers listed in the audience claim, e.g., one AMF can access to multiple SMFs. In both cases, a NF consumer can obtain one access token to efficiently request services across multiple NF producers which to some extent means access token can be shared between NF producers. 
From the NF consumers’ side, even if the consumers are of the same NF type and in the same security domains (e.g., AMFs which are located in the same area and share an UDSF), they have to individually request access tokens before service request. More specifically, during a N2 handover, the target AMF has to obtain a different access token even if the source AMF holds an available access token and the two AMFs serve the same UE. In conclusion, without access token sharing between NF consumers, it will be inefficient to obtain redundant access tokens before service requests.
4
Detailed proposal

********** 1st CHANGE **********
All text below is new. For better readability, no change marks are used. 
4.x
Key Issue #x: Access token sharing between NFs
4.x.1 Key Issue details
As described in TS 33.501, there are two types of access tokens which are NF-type specific and NF-producer specific. With the former a NF consumer can access all NF producers with the same NF-type, e.g., one AMF can access to all SMFs.  With the latter a NF consumer can access multiple NF producers listed in the audience claim, e.g., one AMF can access to multiple SMFs. In both cases, a NF consumer can obtain one access token to efficiently request services across multiple NF producers which to some extent means access token can be shared between NF producers. 

From the NF consumers’ side, even if the consumers are of the same NF type and in the same security domains (e.g., AMFs which are located in the same area and share an UDSF), they have to individually request access tokens before service request. More specifically, during a N2 handover, the target AMF has to obtain a different access token even if the source AMF holds an available access token and the two AMFs serve the same UE. without access token sharing between NF consumers, it will be inefficient to obtain redundant access tokens before service requests.
4.x.2 Security Threats
Without access token sharing between NF consumers, it will be inefficient to obtain redundant access tokens before service requests.
4.x.3 Potential security requirements
Access token should be shared by NF consumers in some cases.
********** END OF CHANGES **********
