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1
Decision/action requested

It is suggested that the new Key issue is added to the study in TR 33.846
2
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3
Rationale

As indicated in TS 33.501, the KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key. Moreover, if the security mechanisms for Steering of Roaming and/or UE parameters update are supported by the HPLMN, the AUSF shall store the KAUSF after the completion of the primary authentication. However, storage of the KAUSF at the UE is optional. As a result, even if the AUSF stores the KAUSF according to its home operator’s policy, it cannot be guaranteed that the UE also stores the KAUSF. Then the HPLMN cannot implement the control plane solution.
4
Detailed proposal

********** 1st CHANGE **********
All text below is new. For better readability, no change marks are used. 
4.x
Key Issue #x: KAUSF storing at UE
4.x.1 Key Issue details
As indicated in TS 33.501, the KAUSF may be securely stored in the AUSF based on the home operator's policy on using such key. However, storage of the KAUSF at the UE is optional. As a result, even if the AUSF stores the KAUSF according to its home operator’s policy, it cannot be guaranteed that the UE also stores the KAUSF. Then the HPLMN cannot implement the control plane solution for Steering of Roaming, or UE parameters update.
4.x.2 Security Threats
If KAUSF storing at UE side is not synchronized with AUSF, the HPLMN cannot use KAUSF to protect the SoR  or UE parameter update information in the control plane.
4.x.3 Potential security requirements
HPLMN shall inform UE of its policy on storing the KAUSF.
********** END OF CHANGES **********
