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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirements and corresponding test cases for SMF.
2
References
[1]
3GPP TS 23.501 Architecture for the 5G system
[2]
3GPP TS 33.513 5G Security assurance specification (SCAS); User plane function (UPF)
3
Rationale

When a new PDU session is established, depending on operator’s configuration, either SMF or UPF allocates the CN Tunnel Info comprising the TEID to be used by the PDU session, as specified in TS 23.501[1].
The specification 33.513[2], the SCAS for UPF, includes the security requirement and test case for TEID uniqueness. The purpose of the test case is to verify that the TEID generated by UPF for each GTP tunnel is unique. 
Since SMF can also allocate TEID when a new PDU session is established, it makes sense also to add the test case on TEID uniqueness for SMF, to verify that the TEID generated by SMF for each GTP tunnel is unique. 
4
Detailed proposal

*************** 1st Change ****************
2
References

[x]




3GPP
TS 23.501: "Architectue for 5G system".

[y]
3GPP TS 29.281 "General Packet Radio System (GPRS) Tunnelling Protocol User Plane (GTPv1-U) ".

[z]




3GPP TS 23.060: "General Packet Radio Service".

*************** End of Change ****************
*************** 2nd Change ****************
4.2 SMF-specific security functional adaptations of requirements and related test cases
Editor’s Note: This clause will document SMF-specific security functional requirements and related test cases. The templates of the security requirements and test case are same with the used templates in TS 33.116.

4.2.1
Introduction
4.2.2
Security functional requirements on the SMF deriving from 3GPP specifications and related test cases

 Editor’s Note: This clause will document Security functional requirements on the SMF deriving from 3GPP specifications and related test cases.

All text below is new. For better readability, no change marks are used. 
4.2.2.X
Security functional requirements on the SMF deriving from 3GPP specifications – XXXX

Requirement Name: TEID uniqueness.
Requirement Reference: TBA

Requirement Description: It is specified in clause 5.8.2.3 of 23.501[x] that "Allocation and release of CN Tunnel Info is performed when a new PDU Session is established or released. This functionality is supported either by SMF or UPF". And TEID is defined as "Unambiguously identifies a tunnel endpoint in the receiving GTP-U protocol entity for a given UDP/IP endpoint." in 29.281[y], and "The TEID is a unique identifier within one IP address of a logical node." as specified in TS 23.060 [z]. 

Security Objective Reference: TBA
Editor Note: Security objectives and threat need to be added with reference to TR 33.926.

TEST CASE: 

Test Name: TC_TEID_ID_UNIQUENESS_SMF
Purpose:

Verify that the TEID generated by SMF for each new GTP tunnel is unique per PDU session. 

Pre-Conditions:

Test environment is set up with a UPF, which may be real or simulated, and the SMF under test. The tester is able to trace traffic between the SMF and the UPF. The CHOOSE ID is set to 1 in SMF.  
Execution Step

1. The tester intercepts the traffic between the UPF and the SMF.

2. The tester triggers more than one (e.g. at least 10000) consecutives N4 session establishment requests. 
3. The tester captures the N4 session establishment requests sent from the SMF to the UPF and verifies that the F-TEID created in each generated request is unique.

Expected Results:

The F-TEID set in each different N4 session establishment request is unique.

Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace).
*************** End of Change ****************
