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1
Decision/action requested

Approve the pCR below
2

Rationale

See the detailed proposal.
3
Detailed proposal
*** BEGIN CHANGES ***
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*** NEXT CHANGES ***
6.x

Key Issue #x UP key separation

6.x.1
Key issue detail

The key issue on security isolation of network slices has been addressed in 3GPP TR 33.899 [n]. However, the interim agreements about the following questions are TBD (see clause E.8.1 in 3GPP TR 33.899 [n]):

1. Shall the 5G system support slice-specific NAS protection keys?

2. Shall the 5G system support slice-specific RRC protection keys?
3. Shall the 5G system support slice-specific keys for UP protection between the UE and the RAN (PDCP)?
A UE may access multiple network slices simultaneously, and the security requirements for these network slices may be different. It is easy to understand that some critical applications in the vertical industries may want to use a slice-specific key for UP protection for security reasons because they want to avoid any potential security risks.
This key issue focuses on the separation of the UP keys of the network slice.
6.x.2
Security threats

See clause 5.8.3.1 in 3GPP TR 33.899 [n].
6.x.3
Potential security requirements

It should be possible for a network slice to use slice-specific keys for UP protection.

*** END OF CHANGES ***

