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Decision/action requested

Approve the pCR below
2

Rationale

This contribution proposes a solution for the distribution of broadcast assistance data deciphering key.
3
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: <Solution Name>

6.Y.1
Introduction
This solution address the key issue #x” the distribution of assistance data deciphering key”.

It shall support GNSS, OTDOA, Bluetooth, WLAN, and TBS positioning methods in eLCS. For some positioning methods, the network may send assistance data to the UE for positioning calculation or positioning estimation in the UE-assisted and UE-based modes. For each positioning method the assistance data may be different. In the previous release specification, it only states that assistance data can be broadcast by the EPS in ciphered form. Assistance data is obtained by UE for location calculation after receiving the deciphering key from the EPS. While it does not say who can achieve these deciphering keys. 
In order to maximize the use of location information and network resources, some assistance data may only be authorized to high-level users for location calculation. This special permission may be related to the user's level, subscription type, the subscription time of validity, or the service charging. If the decryption keys are sent to all users, the low-level users will access to high-cost services, it will reduce the operator's revenue. In order to resolve this problem, the following solution is proposed.

6.Y.2
Solution details

As specified in TS 23.273, the LCS subscription information, LCS privacy profile and routing information are proposed to be stored in the UDM. The UDM is accessible from an AMF, GMLC or NEF via the Nudm interface. In addition, the user's subscription level information for location service should also be stored in the UDM. The subscription level information will reflect the relationship between the user subscription level and the deciphering key.
Before the core network function sends the deciphering key to the UE, the core network function should check the subscription level information of the user from the UDM. Then the core network function delivers the key corresponding to the user’s subscription level. It ensures that only the authorized user who signed up for certain level of service can obtain the suitable decryption key based on the subscription authorization level.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
*** END OF CHANGES ***

