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1
Decision/action requested

Addition of ECIES data for Profile A in 3GPP TS 33.501.
2
References

[1]
3GPP TS 33.501 v15.4.0

[2]
S3-191220 (SA3#95 – Reno): CR to 3GPP TS 33.501 on ECIES test data validated by Gemalto, IDEMIA, Huawei and Hisilicon. 

3
Rationale

S3-191220 [2] (CR to TS 33.501) proposes the creation of clause providing ECIES test data for subscriber privacy, and contains test data validated by Gemalto, Idemia, Huawei and Hisilicon for null-scheme and Profile B.  

This contribution is a companion document proposing ECIES test data for Profile A to be approved by SA3 and be added in CR to 3GPP TS 33.501.
4
Detailed proposal

It is proposed that SA3 review and approve the following test data for ECIES Profile A to be included in CR S3-191220 [2].
C.X.3
ECIES Profile A
The following test data set corresponds to SUCI computation in the UE for IMSI-based SUPI and ECIES Profile A. 

IMSI consists of MCC|MNC: '274012' and MSIN: '001002086'
ECIES test data
The ECIES Scheme Output is computed in the UE as defined in Figure C.3.2-1 of clause C.3.2 with the following data 

Home Network Public Key: '0A3B7E7EF3321DCE61A302E24E3F79E7F6CF291AEFEE4B769174D7363FB51F40'
Home Network Private Key: 'C53C22208B61860B06C62E5406A7B330C2B577AA5558981510D128247D38BD1D'
Eph. Public Key: '6ED38F0E4473A2749A660CB52889D7BB50C190CCFC84917BB5002779807F6CBA'
Eph. Private Key: 'C80949F13EBE61AF4EBDBD293EA4F942696B9E815D7E8F0096BBF6ED7DE62256'
Eph. Shared Key: '320C84180D2A66E30D0341D5B784D37BE3E2AC1C85F954EEFCF3465CDFAC2912'


Eph. Enc. Key: '17E0795D486922C3F2525F3FA7CCE4ED'
ICB: '328FB766E4B8A7F25BDCFDBBE82F3025'
Scheme input corresponding to the plaintext-block: '00012080F6'
Cipher-text vaue:
'7F33605CBE'
Eph. mac key: : 'F7745335013ED6E8F62B66C9F202DB8EF9C485606EF1C2C4C5C5FAF3D48E04F5'
MAC-tag value:
'8132FFBCDED71983'

Scheme Output: 

'6ED38F0E4473A2749A660CB52889D7BB50C190CCFC84917BB5002779807F6CBA7F33605CBE8132FFBCDED71983'
