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1
Decision/action requested

This contribution proposes a new KI for eV2X TR.
2
References

[1]
3GPP TR 22.886: “Study on enhancement of 3GPP Support for 5G V2X Services”
3
Rationale

TR 22.886 [1] has introduced an eV2X support for vehicle platooning scenario, in this use case, “the vehicles needs to share status information such as speed, heading and intentions such as braking, acceleration, etc”. 
This contribution proposes a new Key Issue for eV2X TR to identify driving information privacy issues when utilizing services.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in eV2X TR.
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***
BEGIN OF CHANGES
***

5.x
Key Issue #X: privacy protection of driving information
5.x.1
Key issue details

When UEs are utilizing services, e.g. vehicle platooning, they need to sumbit their driving information like speed, brake, location as well as other information regarding how the vehicles are driving. Those driving information may expose the privacy of UEs: for example, by utilizing the speed of UE, the potential attacker may derive whether the drivers are at parking at home or driving on the road. 

Another example of driving information is regarding with brake and accleration, if the attacker gets to know a drvier’s brake and acceleration information, it may be able to know the drivers’ driving habits (“fingerprint”). From this feature, it will be able to distinguish the driver.

5.x.2
Security threats

If an attacker is able to obtain the speed information of UE, he will be able to derive that whether the driver is at home or on the road. 

Driving behavious like brake and acceleration information are specific to drivers, if those behaviours are exposed, they are able to be used to distinguish a driver.
5.x.3
Potential security requirements

The 5G System shall provide means to protect UE’s driving information such as speed, acceleration, brake and location information.

***
END OF CHANGES
***



