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1
Decision/action requested

It is proposed to add the new Solution on SUCI-to-SUPI mapping for the FN-RG to TR 33.807 [1].
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3
Rationale

The solution proposed in this contribution is based on a solution submitted to SA3#94ad-hoc in Stockholm [2]. This resubmission takes into account the comments received at SA3#94ad-hoc, as well as the results of SA2#132 that was held between SA3#94ad-hoc and SA3#95.

One comment received at SA3#94ad-hoc was that the key issues addressed were not relevant. We address this comment by adding a new relevant key issue to TR 33.807 [1], in the companion contribution [3].

At SA2#132, a baseline for the FN-RG registration procedure was added to draft-TS 23.316 [3], in clause 7.2.1.3. In step 5, it states that "[t]he AMF may need to map SUCI to SUPI". Step 5 also contains an Editor's Note, stating that "Steps 6-10 [the SUCI deconcealment steps] can be later consolidated into a box in reference to the SA WG3 specification".

As a consequence, SUCI-to-SUPI mapping for the FN-RG needs to be studied in SA3. We propose to add the below solution accordingly.
4
Detailed proposal

*** BEGIN CHANGES ***
6.Y
Solution #Y: SUCI-to-SUPI mapping for the FN-RG using the authentication procedure
6.Y.1
Introduction

This solution addresses Key issues #11 and #Z.

In TS 33.501 [3], the authentication procedure is used for SUCI deconcealment by the SIDF/UDM. The FN-RG, however, cannot be authenticated by the UDM, hence the usual authentication procedure in TS 33.501 [3] cannot be used. This solution shows how to adapt the authentication procedure for SUCI-to-SUPI mapping for the FN-RG. It also proposes to use NULL encryption and NULL integrity protection for NAS security.
6.Y.2
Solution details
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 Figure 6.Y.2-1: SUCI-to-SUPI mapping for the FN-RG

1.
The W-5GAN sends a registration request to the AMF on behalf of the FN-RG. It contains the SUCI of the FN-RG (or rather the SUCI used by the W-5GAN to uniquely identify the FN-RG). It also contains an indication that the W-5GAN has authenticated the FN-RG.

2.
The AMF sends a Nausf_UEAuthentication_Authenticate Request message to the AUSF. It contains the SUCI of the FN-RG. It also contains an indication that the W-5GAN has authenticated the FN-RG.

3.
The AUSF sends a Nudm_UEAuthentication_Get Request to the UDM. It contains the SUCI of the FN-RG and the indication that the W-5GAN has authenticated the FN-RG.

4.
The UDM invokes the SIDF and maps the SUCI to the SUPI. 

5.
The UDM decides using the authentication profile of the SUPI and the indication about authentication by the W-5GAN that authentication by the home network is not required.

6.
The UDM sends a Nudm_UEAuthentication_Get Response to the AUSF. It contains the SUPI of the FN-RG. It also contains an indication that authentication by the home network is not required.

7.
The AUSF sends a Nausf_UEAuthentication_Authenticate Response to the AMF. It contains the SUPI of the FN-RG. It also contains the indication that authentication by the home network is not required from the UDM.

8.
NAS security between AMF and W-5GAN is established similar to unauthenticated emergency calls, i.e. with NULL encryption and NULL integrity protection.
6.Y.3
Evaluation

Editor’s Note: Evaluation be added.
*** END CHANGES ***
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