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***
BEGIN CHANGES
***
6.2.2
Profiling for TLS 1.3
TLS 1.3 shall support the following restrictions and extensions:
TLS cipher suites and Diffie-Hellman groups
-
The rules on allowed and mandatory cipher suites given in TLS 1.3 RFC 8446 [66] shall be followed.

TLS extensions

-
The rules on allowed and mandatory extensions given in TLS 1.3 RFC 8446 [66] shall be followed.
-
The OCSP Status extention, as defined in RFC 6066 [57] and RFC 8466 [66] shall be supported.
6.2.3
Profiling for TLS 1.2 and earlier
TLS 1.2 and earlier versions shall support the following restrictions and extensions:
TLS cipher suites 
-
The rules on allowed and mandatory cipher suites given in TLS 1.2 (RFC 5246 [50]) shall be followed.

-
In addition, the following cipher suites are mandatory to support and recommended to use:

-
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289 [55]

-
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5288 [54]

-
Support of the following cipher suites is recommended: 

-
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [55]

-
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [55]

-
Non-AEAD cipher suites should not be used and shall be possible to disable in network nodes. Non-PFS cipher suites should not be used and shall be possible to disable in network nodes. Implementations shall prefer cipher suites offering forward secrecy.

-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to cipher suite 


TLS_RSA_WITH_AES_128_CBC_SHA.

-
Cipher suites with NULL integrity protection shall not be supported. Cipher suites with RC4 shall not be supported. Anonymous cipher suites shall not be supported.

Diffie-Hellman groups

-
For ECDHE, the curve secp256r1 (P-256) as defined in RFC 4492 [56] shall be supported, secp384r1 (P-384) as defined in RFC 4492 [56] should be supported. Elliptic curve groups of less than 255 bits shall not be supported.

-
For DHE, Diffie-Hellman groups of at least 4096 bits should be supported. Diffie-Hellman groups smaller than 2048 bits shall not be supported.
TLS compression
-
The “null” compression method as specified in TLS 1.2 RFC 5246 [50] is mandatory to support. All other compression methods shall not be supported.

TLS extensions 

-
If TLS Extensions are used in conjunction with TLS, then for TLS 1.2 RFC 6066 [57] shall apply, and for TLS versions lower than TLS 1.2 RFC 4366 [58] shall apply.

-
The Server Name Indication (SNI) extension defined in RFC 6066 [57] shall be supported. 

-
The Truncated HMAC extension, defined in RFC 6066 [57] shall not be supported.

-
TLS Session Resumption based on RFC 5246 [50] or RFC 5077 [59] should be supported. 

-
TLS servers and TLS clients shall support RFC 5746 [60]. The server shall accept client-initiated renegotiation only if secured according to RFC 5746 [60].

· Session hash and Extended Master Secret, defined in RFC 7627 [61] should be supported.

-
Negotiated Finite Field Diffie-Hellman Ephemeral Parameters, defined in RFC 7919 [62] should be supported.
-
The OCSP Status extention, defined in RFC 6066 [57] shall be supported.
PSK cipher suites
-
If pre-shared key (psk) cipher suites are implemented in TLS, then RFC 4279 [63] and RFC 5489 [64] shall apply and the following cipher suites are mandatory to support and recommended to use:

-
TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 5487 [65].

-
TLS_ECDHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 8442 [51].

-
Support of the following cipher suite is recommended:

-
TLS_ECDHE_PSK_WITH_AES_256_GCM_SHA384 as defined in RFC 8442 [51].
-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to
cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

Cipher suites without encryption

-
TLS without encryption shall only be supported on interfaces where one of the endpoints is an UE.

-
For UEs, TLS_ECDHE_ECDSA_WITH_NULL_SHA and TLS_ECDHE_RSA_WITH_NULL_SHA shall be supported. For network nodes, if TLS cipher suites without encryption are supported, TLS_ECDHE_ECDSA_WITH_NULL_SHA and TLS_ECDHE_RSA_WITH_NULL_SHA shall be supported.

-
For UEs, if pre-shared key (psk) cipher suites are supported, then TLS_ECDHE_PSK_WITH_NULL_SHA shall be supported. For network nodes, if pre-shared key (psk) cipher suites without encryption are supported, then TLS_ECDHE_PSK_WITH_NULL_SHA shall be supported.

-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to the cipher suites TLS_RSA_WITH_NULL_SHA, and TLS_PSK_WITH_NULL_SHA.
-
Usage of TLS without encryption is not recommended and shall be possible to disable it in network nodes. 

***
END OF CHANGES
***

