3GPP TSG-SA WG3 Meeting #95 
S3-191300
Reno (US), 6-10 May 2019















revision of S3-19xabc
Source:
LG Electronics
Title:
Discussion about RAN2 LS on protection of PC5-RRC messages for sidelink unicast communication
Document for:
Discussion

Agenda Item:
8.21/FS_eV2X_Sec
1
Decision/action requested

It is proposed to discuss points given in this document and endorse proposals for replay LS.
2
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3
Rationale

According to the RAN2 LS S3-191145/R2-1905332 [xx], they agreed to introduce PC5-RRC messages for unicast in NR V2X sidelink communication, which are used to exchange at least UE capability and AS-layer configuration on PC5 interface. For the accompanied questions from RAN2, we discuss how to reply in this document. 

Q1: RAN2 would like to ask SA3 whether or not ciphering and integrity protection should be applied to PC5-RRC messages for NR V2X unicast Sidelink Communication

It depends on the PC5-RRC messages exchanged, but in principle any RRC messages from UEs need to be protected against eavesdropping and illegitimate modification, unless it is considered harmless for disclosure in public or it is unavoidable for the system to work (e.g. SRB0 is not protected).
Proposal #1: Reply - In principle, ciphering and integrity protection should be applied to RRC messages, but it depends on information in PC5-RRC messages.
Q2: RAN2 would like to ask SA3 whether or not protection of PC5-RRC messages is performed by PDCP layer of NR PC5 interface, if PC5-RRC messages are protected.

It seems a reasonable assumption considering existing 3GPP system security, assuming that PC5-RRC messages need to be protected.
Proposal #2: Reply – It seems a reasonable assumption.

Q3: RAN2 would like to ask SA3 whether or not the security association established by PC5-S also protects the AS link layer on PC5 interface.

This depends on both security solution and the procedures of PC5-S and PC5-RRC. Considering ProSe security in EPS, this seems to be feasible, but it is too early with given situation about NR V2X. There is no ProSe yet in 5G system, but it could be implemented in time or similar dedicated V2X key management system could be deployed (e.g. an exact copy of ProSe key management for V2X key management).
Proposal #3: Reply - That might be one possibility considering ProSe security in EPS, but it is too early to determine at this stage, because it depends on details of PC5-S and PC5-RRC procedures. 
Q4: RAN2 would like to ask SA3 whether or not the following PC5-RRC messages can be sent without protection before PC5 security association as in the answer for above Q1.

a) PC5-RRC message carrying UE Capability

b) PC5-RRC message carrying AS Configuration

It all depends on information included in UE Capability and AS Configuration as described in discussion about Q1.
Proposal #4: Reply – It depends on the information included whether or not PC5-RRC messages carrying UE Capability and/or AS configuration can be sent without protection. 
Proposal #5: For Q1, Q3, and Q4, SA3 requests RAN2 to provide further details.
4
Detailed proposal





It is proposed to draft the reply LS for S3-191145, based on discussions in clause 3 of the present document.
Proposal #1: For Q1, in principle, ciphering and integrity protection should be applied to RRC messages, but it depends on information in PC5-RRC messages.
Proposal #2: For Q2, it seems a reasonable assumption.

Proposal #3: For Q3, that might be one possibility considering ProSe security in EPS, but it is too early to determine at this stage, because it depends on details of PC5-S and PC5-RRC procedures. 

Proposal #4: For Q4, it depends on the information included whether or not PC5-RRC messages carrying UE Capability and/or AS configuration can be sent without protection. 

Proposal #5: For Q1, Q3, and Q4, SA3 requests RAN2 to provide further details.

