3GPP TSG SA WG3 (Security) Meeting #95	S3-191292
6 May – 10 May 2019, Reno, USA	
Source:	China Unicom, CAICT, China Telecom, ZTE
Title:	New SID: Study on security aspects of enhancement of support for Edge Computing in 5GC
Document for:	Approval
Agenda Item:	8.23
3GPP™ Work Item Description
For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
[bookmark: _GoBack]Title: 	Study on security aspects of enhancement of support for Edge Computing in 5GC
Acronym:	
Unique identifier: 	

1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	
	X
	
	

	Don’t know
	
	X
	
	
	X



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a … 
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent and child Work Items 
	Parent and child Work Items 

	Unique ID
	Title
	Nature of relationship

	
	
	



2.3	Other related Work Items and dependencies
{List here other Work Items which relate to the proposed one but are not part of the hierarchical structure.}
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	800039
	Study on management aspects of edge computing
	Study of the management aspect of edge computing.

	Xxxxxx
	Study on Application Architecture for enabling EDGE Applications (FS_EDGEAPP)
	Study of the application layer architecture and corresponding mechanisms to enable Edge Computing deployment.

	760039
	Study on 5G enhanced Mobile Broadband Media Distribution (FS_5GMedia_Distribution)
	Study of the 5G enhanced Mobile Broadband Media Distribution, which can be considered as one of edge computing use cases.

	xxxx
	Study on enhancement of support for Edge Computing in 5GC
	Study the improvements on architecture level for the deployment relationship of 5GS and edge computing / localized access to the DN.



3	Justification
In order to support the typical services in 5G network, especially eMBB services and URLLC based services, the edge computing is acknowledged as one of the key technologies for meeting the demanding Key Performance Indicators (KPIs) of 5G network, especially as far as low latency and bandwidth efficiency are concerned. 
Edge computing enables the operator and the third part service provider deploy the services close to the user's access point, thus achieves the high-efficiency service delivery through the reduced end-to-end latency and load on the transport network.
To support the edge computing and its deployment together with 5GS, some enablers have been specified since Release 15 as described in clause 5.13 in 3GPP TS 23.501, e.g. LADN, local access to a DN by locally deployed UPF (supporting  UL CL or Branching Point) utilizing Local Routing and Traffic Steering, User plane (re)selection, and AF influenced traffic routing. Related enhancements are further specified in Release 16 as part of 5G_URLLC work item.
SA2 has already approved a study item on the enhancement of support for Edge Computing in 5GC.According the SA2's objective, there are many potential security aspects need to study.
- For the bullet of "Improvements to 5GC support for seamless change of application server serving the UE":
The authentication issue need to be considered in order to avoid potential un-authorized service using during the seamless change procedure;
- For the bullet of "How to efficiently (with a low delay) provide local applications with information on e.g. the expected QoS of the data path":
The encryption and integrity protection need to be considered to ensure the security of the provided information;
- For the bullet of " Supporting for traffic steering in N6-LAN deployed in edge computing environment including support for end-user traffic sent to the central N6 interface to the DN after having been processed by local application(s)":
The security mechanism for the end-user traffic protection need to be considered, such as mutual authentication between N6 interface and DN,  traffic control mechanism for anti-DDoS etc.;
- For the bullet of "Deployment guidelines based on the existing Rel-15/16 edge computing enablers, such as LADN, in TS 23.501 and TS 23.502":
With considering the characteristics of the edge computing that the operators are able to host their own and/or 3rd party applications and contents close to the user, the security guidelines for the deployment need to be study, such as the security guidelines for the different typical edge computing use cases including e.g. URLLC, V2X, AR/VR/XR, UAS, 5GSAT, and CDN etc.
4	Objective
 Study the potential security aspects of the system enhancements for enhanced edge computing support, including:
-	analyze the potential security threats and requirements for the key issues identified in SA2's work;
-    the security solutions for the key issues.
Study and provide the security guidelines for typical edge computing use cases including e.g. URLLC, V2X, AR/VR/XR, UAS, 5GSAT, and CDN etc.

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Proposed Spec no. or series
	Type (see note 1) 
	Rapporteur(s)
(see note 2)
	For info 
at TSG# 
	For approval at TSG#
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	New TR 33.8xy
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Note 1:	Only TSs may contain normative provisions. Study Items shall create or impact only TRs.
“Internal TR” is intended for 3GPP internal use only whereas “External TR” may be transposed by Ops.
Note 2:	The first listed Rapporteur is the specification primary Rapporteur. Secondary Rapporteur(s) are possible for particular aspect(s) of the TS/TR. In this case, their responsibility has to be provided as “Remarks”.
	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}
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6	Work item Rapporteur(s)


7	Work item leadership
SA3

8	Aspects that involve other WGs

9	Supporting Individual Members
	Supporting IM name
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