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1
Decision/action requested

This pCR proposes certificate based solution to protect the unicast and the broadcast messages.
2
Rationale

This pCR proposes a method to introduce the certificate based solution to protect the unicast and the broadcast messages. This solution is based on the PKI(Public Key Infrustructure). The gNB can sign the broadcast message with its own private key and send the message, the signature, together with gNB’s certificate to the UE, and UE will be able to verify the authenticity of the message with the provisioned root of trust, e.g. the certificate issuers’s CA public key. UE shall accept the message after a successful message authentication.
With the certificate, UE can trust the broadcast message. Since this solution relies on the CA infrastructure, it would be convenient to deploy for the MNO that already implemented the PKI. 
3
Reference

[1] R1-1805653
4
Detailed proposal

SA3 is kindly requested to agree to the below pCR to TR.
********************** First Change ****************************
6.X
Solution #X: Certificate based solution against false base station

6.X.1
Introduction

This solution addresses key issue 1&2 and the following security and privacy areas:

#1
DoS attack on UE: attempts to hinder the UEs' access to the network.

#2
DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.
This solution is based on the PKI(Public Key Infrustructure). The gNB can sign the broadcast message with its own private key and send the message, the signature, together with gNB’s certificate to the UE, and UE will be able to verify the authenticity of the message with the provisioned root of trust, e.g. the certificate issuers’s CA public key. UE shall accept the message after a successful message authentication. 

6.X.2
Solution details

6.X.2.1 Pre-provision and certificate distribution
This solution requires the network to support PKI (Public Key Infrastructure), Which needs the MNO have one or more CAs as the root of the trust chain. 

NOTE: Ideally, there could be a gloabally CA, which can be the root CA for all the MNO. but it is infeasible/non-practical to deploy. Therefore it is reasonable to assume several MNOs shaing one CA or at least one MNO having one CA. 

UE shall has the capability to support storing more than one CA Root certificate, which can be stored in USIM or other implementation-dependent way. 

NOTE: There are 2 methods to provision Root certificates into the UE:

a) The Root certificate can be provisioned into the UE at manufacture time, in USIM or in ME.

b) After UE registered and perform authentication with the network, UE apply for the Root certificate from the trusted Serving network. UE gets the certificate from the serving network directly or it gets the URL for downloading the certificate. This would lead to UE unprotected before registration and provioned the first certificate.
Editor note: the method of provisioning the Root certificate into the UE is an implementation issue, which doesn’t effect this solution. The vendor can provision a list of Root certificate into the UEs, the length of the list depend on the capability of the UE. Since the Root certificate usually has a long lifecycle, the update of the Root certificate may not happen before the user change the UE. In case the CA is compromised, then the Root certificate needs to be changed, then the vendor uses their private channel to update the Root certificate, like the software update.

Each gNB should be provisioned with its own private key and a certificate. If the certificate is from a sub CA, then the cert chain shall also be given in the message from gNB to the UE to link back to the Root CA. gNB shall use its private key to generate signature of the broadcast message, and the gNB certificate shall be sent to the UE, either together with the signature or in a separate message.
6.X.2.2 Signature algorithm: 

UEs supporting this solution shall support the ECDSA (Elliptic Curve Digital Signature Algorithm) [x]. 

NOTE: Other feasible signature algorithms are also acceptable.
6.X.2.3 Procedures

Fig 6.x.2.3-1. Certificate based signature broadcast message procedure

1-a. The MNO1 implements CA1 and the root certificate is Root Cert1, then CA1 distributes to gNB1 a BS Cert1 containing gNB’s public key associated with its corresponding private key.
1-b. UE is provisioned with the public key of CA1, which may be provisioned in ME or USIM.

2. When gNB1 broadcasts messages, it shall send message M1, the signature and BS Cert1 to the UE. The signature is generated from the message and the gNB private key, the BS Cert1 contains the public key required to verify the signature.

3.When UE receives the message, it shall first verify the validity of the BS Cert1 using the corresponding CA public key. If the UE is provioned the corresponding Root Cert and the verification fails, it shall drop this message.

Note: If the UE does not own a correspongding Root Cert for verification, then the UE shall be provisioned a local policy to decide how to deal with these messages. UE may have 2 choices: 1) drop every message which is send with the BS Cert for which UE can not find a corresponding Root certificate to verify; 2) UE takes every message as genuine, which is send along with the BS Cert for which the UE can not find a corresponding Root certificate to verify.  
4. Then UE uses the gNB public key in the BS Cert to verify the signature. If the verification of the signature succeeds, the UE takes this message genuine, otherwise, it shall drop this message.

When there is more than one level of CA, for example, the MNO has a Sub CA, and it shall use Sub CA to sign for the gNB. Then the gNB has to send not only its own Cert to the UE, but also the Sub CA Cert(s).

6.X.2.4 Certificate format: 

ITU-T X.509 certificate could be used for its flexibility, otherwise more compact certificate format such as Card Verifiable Certficate (CVC) can be considered. 

The specification shall define the certificate profile.

Editor Note: The profile of the certificate is FFS.

6.X.3
Assessment using Annex A.3

6.X.3.1 UE aspects

UE needs to be preprovisioned of a list of root certificate. 

The provision of the certificate is in 6.X.3.5.
The UE shall support the storage of the Root certificate. 

UE shall support the certificate update, which can be performed in implementation-independed way.

6.X.3.2 UE actions upon detection of invalid signature

If the UE does not own a correspongding Root Cert for verification, then the UE shall be provisioned a local policy to decide how to deal with these messages. UE may have 2 choices: 1) drop every message which is send with the BS Cert for which UE can not find a corresponding Root certificate to verify; 2) UE takes every message as genuine, which is send along with the BS Cert for which the UE can not find a corresponding Root certificate to verify. 
6.X.3.3 Threats that are mitigated by signed SI messages

Key issue 1&2 are mitigated. All broadcast message before security activation can be signed using the this solution. 
6.X.3.4 Threats that are not mitigated by signed SI messages

null
6.X.3.5 Provisioning of keys

There are 2 methods to provision Root certificates into the UE:

a) The Root certificate can be provisioned into the UE at manufacture time, in USIM or in ME.

b) After UE registered and perform authentication with the network, UE applies for the Root certificate from the trusted Serving network. UE gets the certificate from the serving network directly or it gets the URL for downloading the certificate. 

Editor note: the corresponding signaling is FFS.

The Root certificate can be stored in the USIM or in the ME.
6.X.3.6 RAN aspects

Signature and the certificate need to be carried in the broadcast message, and the length of the signature and the certificate is approximately >600byte (RSA based).

6.X.3.7 VPLMN aspects 
As stated in 6.X.3.5, there are 2 different methods to provision the Root certificates. If the first one is choosen, the UE needs to be provisioned into Root certificates of VPLMN or there are mutual trust between 2 different CAs, this solution works for VPLMN/roaming cases. 

If the second method is choosen, UE can get the Root certificate or the URL for downloading the Root certificate after authentication with the VPLMN, this solution works for the VPLMN.  In this case, VPLMN needs to support the corresponding signaling for sending the Root certificate or the URL. 

However, there will be another choice. If the UE is only preprovisioned of certain Root certificates, then the UE can achieve anti-FBS in certain PLMN. This is a restricted case that only achieve anti-FBS security in home network. Eventhough this is not a perfect solution, it is better that nothing, given the fact that people spend much more time in the home network. 
6.X.3.8 HPLMN aspects

This solution can detect the FBS in the HPLMN.
6.X.3.9 Network sharing aspects

gNB can broadcast a list a PLMN in the SIB message, if the gNB is shared gNB, it may carry more than one PLMN ID. In this case, supposing all the PLMN support the signature based solution, there maybe different method to add signature on this kind of SIB:
a) only one signature is carried, which is for verification of the first PLMN.

b) The SIB message max size is 2976bit[1], so if the message allows, the SIB can carry as much as it can to verify the authenticity of the SIB. 
6.X.3.10 Roaming aspects

Same as 6.X.3.7 VPLMN aspects.

6.X.3.11 Regulatory aspects

The CA construction shall follow the local regulatory.
6.X.3.12 Signature schemes

There could one or more signature schemes like:

-
ECDSA (recommended with named curves) 

Editor note: the ECDSA profile for SUCI can be reused. 
-
RSA
-
others
Editor's Note: Further explanations are TBD.
6.X.3.13 Signature length

RSA: 256 byte

ECDSA: 64byte
6.X.3.14 Resistance against Quantum Computing
TBD

********************** End pCR ****************************
