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Decision/action requested

Endorse the discussion paper
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Discussion
3.1 UE Re-authentication in LTE and 5G
Recent attacks on LTE networks reported in [3] and [4] using stolen temporary network identity STMSI and sending spoofed NAS messages to the network. The network de-registered the UE, assuming the (real) UE lost the security context, but the real UE was not aware or not at all involved, thus the attacker succeeded in mounting a DoS attack to a victim UE.

In LTE  TS 24.301 clause 4.4.4.3
Integrity checking of NAS signalling messages in the MME : “If a TRACKING AREA UPDATE REQUEST message is received without integrity protection or fails the integrity check and the UE provided a nonceUE, GPRS ciphering key sequence number, P-TMSI and RAI in the TRACKING AREA UPDATE REQUEST message, the MME shall initiate a security mode control procedure to take a new mapped EPS security context into use; otherwise if the UE has only a PDN connection for non-emergency bearer services established, the MME shall initiate an authentication procedure. Additionally, if the MME initiates a security mode control procedure, the MME shall include a HASHMME IE in the SECURITY MODE COMMAND message as specified in subclause 5.4.3.2. For the case when the UE has a PDN connection for emergency bearer services see subclause 5.5.3.2.3 and subclause 5.4.2.5.

If a SERVICE REQUEST, EXTENDED SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE has only PDN connections for non-emergency bearer services established, the MME shall send the SERVICE REJECT message with EMM cause #9 "UE identity cannot be derived by the network" and keep the EMM-context and EPS security context unchanged. For the case when the UE has a PDN connection for emergency bearer services and integrity check fails, the MME may skip the authentication procedure even if no EPS security context is available and proceed directly to the execution of the security mode control procedure as specified in subclause 5.4.3. After successful completion of the service request procedure, the network shall deactivate all non-emergency EPS bearers locally. The emergency EPS bearers shall not be deactivated. “
In the case of 5G, in TS 33.501 it is specified that the network (AMF) may decide to re-authenticate the UE any time.

Observation1: In the case TAU failure, MME shall initiate SMC procedure to take a new EPS security context, otherwise MME shall initiate an authentication procedure. It is not specified what to do with an existing UE context, if the authentication doesn’t succeed.

3.2 UE context deletion during UE Re-authentication 

The fake UE might have been using a stolen STMSI from a valid UE or even randomly guessing a STMSI which happens to be identical with a valid UE. The Registration Request or Service Request from the fake UE will fail the integrity verification of the NAS message (it could be any NAS message, Attach Req/Reg Req, Service Request, Tracking Area Update etc). The AMF/MME might think that the UE is the real UE, which might have lost its NAS keys or somehow lost the NAS COUNTS. Hence AMF/MME may decide to re-authenticate the UE. Authentication initiated with a fake UE is bound to fail anyways.

In TS 33.501 which specifies security procedures for 5G and in TS 33.401 which specifies security procedures for LTE (4G), it is not specified when to delete the old UE context at AMF/MME in case it decides to re-authenticate the UE. This absence of clear specification seems to create two AMF/MME implementation possibilities, leading to mistaken UE context deletion as cited in the paper.

 (1) at the initiation of the re-authentication procedure 

 (2) at the end of a successful authentication of the UE and establishment of a new UE context.

In case (1) type implementation, existing UE context at MME/AMF is deleted at the beginning of the re-authentication procedure, and then an authentication procedure for the UE is initiated with the HSS/AUSF. To initiate the re-authentication process, the MME/AMF sends an ‘Identity Request’ to the UE. With the identity of the UE received, LTE AKA procedure in the case of LTE, or in case of 5G, the 5G AKA or 5G EAP AKA’ procedure is run. But if the UE was an attacker, who stole STMSI and succeeded in confusing the MME/AMF and causing to decide to re-authenticate this way, the attacker succeeds in making the MME/AMF delete the valid context of a UE without the UE’s knowledge. The real UE becomes unaware and it will not receive any incoming calls or page messages.
In case (2) type implementation, the MME/AMF waits for the end of the authentication procedure, and only if the UE is successfully authenticated, the current UE context (old) in the MME/AMF is deleted. In this case, an attacker UE will fail the authentication procedure and hence a real UE’s context will not be in advertently deleted by the MME/AMF. 

Thus, it is clear, if the MME/AMF implementation deletes the old UE context at the beginning of the re-authentication procedure, then this re-authentication can be triggered by a fake UE. The AMF/MME inadvertently deleted the context of a genuine UE, without its knowledge and involvement, putting the real UE in a zombie like state until it initiates some action to come out of it.

Specifications for LTE and 5G are not clear on this point, when to delete the UE context while initiating re-authentication. While the behaviour (2) is the correct implementation, an unsuspecting MME/AMF implementor not being aware of the attach scenario might implement as in case (1) leading to the successful attack. For a uniform behaviour it should be specified how the UE context is managed during re-authentication.
Observation2: For a uniform network and UE behaviour it may be better to specify in standards that an MME/AMF should delete the UE context only at the end of a successful re-authentication. Unsuccessful re-authentication should not result in deletion of a UE context.

3.2 UE behaviour if it loses NAS context

If the UE is able to detect that it has lost some or all parameters of the NAS context, for whatever reason, UE should send a fresh Attach Request or Registration Request, it should not continue with a wrong or partial NAS context. The UE can make out whether it NAS contex is intact from its own implementation or from the repeated rejection of NAS messages.

From the MME/AMF point of view, the advantage of this approach is that, MME/AMF can initiate re-authentication when it wants and not necessarily because the NAS messages from the UE is failing integrity check.

Observation3: Irrespective of the network behaviour, it is possible for the UE to do a fresh Attach Request or Registration Request. 
3.3 Defensive MME/AMF behaviour while Re-authenticating

From the above mentioned papers, it is clear that some MME/AMF implementations are not defensive enough to anticipate an attack and protect the UE context if the NAS integrity check is failing. Hence if the MME/AMF wants to re-authenticate the UE, it may be better to do only after paging the UE. The advantage with paging is that, it will wake up a real UE, and if it was an attacker who was sending fake messages, the MME/AMF can establish the authenticity of the UE and its security context without re-authenticating the UE. The paper [3] also mentioned this, but the paper cited IMSI Paging. But IMSI Paging in this scenario must be avoided, because it will reveal the IMSI also to the attacker. Instead of IMSI Paging only the STMSI Paging should be done and if a real UE gets connected, its SMTSI should be reassigned and NAS keys refreshed.

Observation4: In doubtful scenarios it is a good defensive practice by the MME/AMF to do STMSI Paging to wake up a real UE and reassign STMSI and do NAS key refresh if it passes the NAS integrity check. 
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Detailed proposal

Currently it is specified in TS 33.401 and TS 33.501 that MME or AMF may decide to re-authenticate the UE anytime. While this high level principle needs to be retained, it must also be noted that, MME or AMF receiving multiple NAS messages which fail integrity check may not necessarily warrant a re-authentication of the UE. Here are the few proposals for clearly specifying how to deal with re-authentications.
SA3 is requested to endorse the following proposals:

1. Open a new subcalsue in TS 33.401 and 33.501 for re-authentictaion.

2. Clearly mention that multiple NAS messages failing integrity check need not necessarily a condition to trigger re-authentication of the UE.

3. Define a UE behaviour that if the UE detects that its NAS context is lost or not correct, it is up to the UE to do a fresh Attach Request or Registration Request. 

4. If MME/AMF doubts that UE has lost the security context, or its parameters are corrupted, as a defensive mechanism, MME/AMF should initiate Paging using STMSI. IMSI paging should be avoided.

5. If the Paging operation wakes up a real UE (which passes NAS integrity check), its STMSI should be reassigned and NAS keys refreshed, as currently specified in TS 33.501.
6. In any scenario, a UEs NAS context should not be deleted, if it fails in re-authentication. A prior NAS context should be deleted only at the end of a successful re-authentication, when MME/AMF is able to confirm that the prior context and the fresh context both belong to the same UE with same permanent identity, IMSI/SUPI.

