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Decision/action requested

Approve the pCR
2
References

 [1]
3GPP TR 33.861
[2]
3GPP 23.401
3
Rationale

In TS33.401 CIoT optimization has two flavours CP Optimization and UP optimization. 
The general architecture is specified in TS 23.401 clause 4.10 Introduction of CIoT EPS Optimisations. Two types of bearers are specified, One optimisation is based on User Plane transport of user data and is referred to as User Plane CIoT EPS Optimisation. Another optimisation, known as Control Plane CIoT EPS Optimisation, transports user data or SMS messages via MME by encapsulating them in NAS, reducing the total number of control plane messages when handling a short data transaction. When the UE attaches to the network, UE includes in a ‘Preferred Network Behaviour indication’ the Network Behaviour the UE can support and what it would prefer to use, such as ‘whether Control Plane CIoT EPS Optimisation is supported’ or ‘whether User Plane CIoT EPS Optimisation is supported’.

When ‘Control Plane CIoT EPS Optimisation’ is supported, CIoT UEs can send and receive small data packets over the NAS signalling control plane . There are some benefits when the CIoT UEs uses the control plane for communication since the Control Plane is not busy all the time, with relatively low rate of packets.

However when massive number of UEs are connected to the network, this may interfere with the regular control plane signalling messages and cause delay to the control plane messages. This delay needs to be mitigated.

Hence a Key Issue is proposed to study this to find a solution.
4
Detailed proposal

************************************* Start of Changes *****************************************
Key issue #X: Separation of Control packets and Data packets over NAS.

5.X.1
Description
In TS 23.401 clause 4.10 Introduction of CIoT EPS Optimisations. Two types of bearers are specified, One optimisation is based on User Plane transport of user data and is referred to as User Plane CIoT EPS Optimisation. Another optimisation, known as Control Plane CIoT EPS Optimisation, transports user data or SMS messages via MME by encapsulating them in NAS, reducing the total number of control plane messages when handling a short data transaction. When the UE attaches to the network, UE includes in a ‘Preferred Network Behaviour indication’ the Network Behaviour the UE can support and what it would prefer to use, such as ‘whether Control Plane CIoT EPS Optimisation is supported’ or ‘whether User Plane CIoT EPS Optimisation is supported’.

When ‘Control Plane CIoT EPS Optimisation’ is supported, CIoT UEs can send and receive small data packets over the NAS signalling control plane . There are some benefits when the CIoT UEs uses the control plane for communication since the Control Plane is not busy all the time, with relatively low rate of packets.

However when massive number of IoT devices (UEs) are connected to the network, this may interfere with the regular control plane signalling messages and cause delay to the control plane messages. This delay needs to be mitigated.
5.X.2 
Potential security threat

When there are too many IoT devices using control plane optimization, there will be too many NAS messages carrying only data packets corresponding to these IoT devices. These messages will be currently processed at the same priority as regular NAS messages. Hence for the regular NAS messages carrying control plane signalling, these messages create a bottleneck for processing and may cause time out. Hence resulting the non processing of regular NAS messages.

5.X.3 
Potential security requirements

It should be possible to separate regular Control plane NAS messages from NAS messages carrying only data packets.

It should be possible to have to separate key streams for regular control plane NAS messages and NAS messages carrying user data.

************************************* End of Changes *****************************************
