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1
Decision/action requested

Approval of the following new Key Issue for TR 33.848
2
References

None
3
Rationale

If 3GPP NFs are not available when required then a 5G Core Network cannot function.  While virtualisation may address certain availability issues due to the ability to scale networks as required, it also introduces new threats to availability and hence functionality.  Therefore, this TR needs to consider these risks and appropriate mitigations.  
4
Detailed proposal

5.z

Key Issue z: Availability of Network Functions  

5.z.1
Key issue detail

Many 3GPP NFs are essential for the 5G Core Network to function.  For example, if a UDM is not available then a user cannot complete primary authentication.  Similarly, if an AMF is not available then a connection cannot be managed.  Therefore, it is important that the VNF is guaranteed to be available in the same way as a physical network function would be.

One of the advantages of virtualisation is that a network can scale and transform to meet demand.  In general, it is likely that the availability of required 3GPP network functions is less of a concern than in a physical deployment.  However, virtualisation does introduce new availability risks.  For example, shared resources might be monopolised by a neighbouring VM (the noisy neighbour problem).

5.z.2
Security threats

Shared resources required for functionality could be monopolised by neighbouring VMs, reducing availability or functionality of a VNF.
Editor’s Note: Further new threats to availability are FFS.
5.z.3
Potential security requirements

Appropriate isolation mechanisms should be implemented to ensure that VNFs which are critical to the operation of a network are able to access shared resources as required.
