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**** Beginning of Change ****
6.1.1.X
Handling of the KAUSF
6.1.1.x.1
Handling of KAUSF in the AUSF
The AUSF may store the KAUSF. If this feature is enabled, the AUSF shall store, overwrite and delete the keys as follows:

-
The AUSF shall store at most two KAUSFs per access type and PLMN ID for every UE;
-
After each successful authentication, the AUSF shall store the KAUSF resulting from that authentication and associates that KAUSF with the access type (3GPP / non-3GPP access) and the PLMN ID of the serving network that the UE registered with;

-
If, after a successful authentication, the number of stored KAUSFs in the AUSF exceeds the maximum, the AUSF shall delete the oldest KAUSF(s) until the number of stored keys is equal or less than the maximum;
-
The AUSF shall delete any previously stored KAUSF associated with 3GPP access if the UE authenticates to new PLMN ID over 3GPP access;

-
The AUSF shall delete a previously stored KAUSF associated with non-3GPP access if the UE authenticates to a new PLMN ID over non-3GPP access;
-
The AUSF shall delete any previously stored KAUSFs according to operator policies on lifetime of keys; and
-
The AUSF shall calculate a key identifier for each KAUSF it stores according to Annex A.X.
6.1.1.x.2
Handling of KAUSF in the UE

The UE shall store, overwrite and delete the keys as follows:

-
The UE shall store any KAUSF associated with any current and non-current security contexts over any access that the UE is registered to in memory;
-
The UE shall delete any KAUSF associated with a security context whenever that security context is deleted; and
-
The UE shall calculate a key identifier with each KAUSF it stores according to Annex A.X.

**** Next Change ****
6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall store the long-term key K. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

Keys in the AUSF

In case EAP-AKA' is used as authentication method, the AUSF shall derive a key KAUSF from from CK'and IK' for EAP-AKA' as specified in clause 6.1.3.1. The KAUSF may be stored in the AUSF between two subsequent authentication and key agreement procedures over the same access type (3GPP  / non-3GPP access). 

The AUSF shall generate the anchor key, also called KSEAF, from the authentication key material received from the ARPF during an authentication and key agreement procedure.

Keys in the SEAF

The SEAF receives the anchor key, KSEAF, from the AUSF upon a successful primary authentication procedure in each serving network.

The SEAF shall never transfer KSEAF to an entity outside the SEAF. Once KAMF is derived KSEAF shall be deleted.
The SEAF shall generate KAMF from KSEAF immediately following the authentication and key agreement procedure and hands it to the AMF.

NOTE 1: 
This implies that a new KAMF, along with a new KSEAF, is generated for each run of the authentication and key agreement procedure.

NOTE 2: 
The SEAF is co-located with the AMF.

Keys in the AMF

The AMF receives KAMF from the SEAF or from another AMF. 

The AMF shall, based on policy, derive a key K'AMF from KAMF for transfer to another AMF in inter-AMF mobility. The receiving AMF shall use K'AMF as its key KAMF. 

NOTE: The precise rules for key handling in inter-AMF mobility can be found in clause 6.9.3. 

The AMF shall generate keys KNASint and KNASenc dedicated to protecting the NAS layer. 
The AMF shall generate access network specific keys from KAMF. In particular, 

-
the AMF shall generate KgNB and transfer it to the gNB.

-
the AMF shall generate NH and transfer it to the gNB, together with the corresponding NCC value. 
The AMF may also transfer an NH key, together with the corresponding NCC value, to another AMF, cf. clause 6.9.

-
the AMF shall generate KN3IWF and transfer it to the N3IWF when KAMF is received from SEAF, or when K’AMF is received from another AMF. 

Keys in the  NG-RAN
The NG-RAN (i.e., gNB or ng-eNB) receives KgNB and NH from the AMF. The ng-eNB uses KgNB as KeNB.
The NG-RAN (i.e., gNB or ng-eNB) shall generate all further access stratum (AS) keys from KgNB and /or NH. 
Keys in the N3IWF

The N3IWF receives KN3IWF from the AMF. 

The N3IWF shall use KN3IWF as the key MSK for IKEv2 between UE and N3IWF in the procedures for untrusted non-3GPP access, cf. clause 11. 

Figure 6.2.2-1 shows the dependencies between the different keys, and how they are derived from the network nodes point of view.
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Figure 6.2.2-1: Key distribution and key derivation scheme for 5G for network nodes
**** Next Change ****
6.14.2.1
Procedure for steering of UE in VPLMN during registration
The security procedure for the case when the UE registers with VPLMN AMF is described below in figure 6.14.2.1-1:
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Figure 6.14.2.1-1: Procedure for providing list of preferred PLMN/access technology combinations

1)
The UE initiates registration by sending Registration Request message to the VPLMN AMF.

2-3)
The VPLMN AMF executes the registration procedure as defined in sub-clause 4.2.2.2.2 of 3GPP TS 23.502 [8]. As part of the registration procedure, the VPLMN AMF executes primary authentication of the UE and then initiates the NAS SMC procedure, after the authentication is successful. 

4)
The VPLMN AMF invokes Nudm_SDM_Get service operation message to the UDM to get amongst other information the Access and Mobility Subscription data for the UE (see step 14b in sub-clause 4.2.2.2.2 of 3GPP TS 23.502 [8]).

5)
The UDM decides to send the Steering Information, and obtains the list as descirbed in TS 23.122 [53].
6-7)
The UDM shall invoke Nausf_SoRProtection service operation message to the AUSF to get SoR-MAC-IAUSF, CounterSoR, and key identifier (KIAUSF) as specified in sub-clause 14.1.3 of this document. If the HPLMN decided that the UE is to acknowledge the successful security check of the received Steering Information List, then the UDM shall set the corresponding indication in the SoR header (see TS 24.501 [35]) and include the ACK Indication in the Nausf_SoRProtection service operation message to signal that it also needs the expected SoR-XMAC-IUE, as specified in sub-clause 14.1.3 of this document.

The details of the CounterSoR is specified in sub-clause 6.14.2.3 of this document. In case, the Steering Information List is not available or HPLMN determines that no steering of the UE is required, then the List indication valuein the SoR header shall be set to null and list shall not be included. The inclusion of list of preferred PLMN/access technology combinations (if provided) and the SoR header in the calculation of SoR-MAC-IAUSF allows the UE to verify that the Steering Information List received is not tampered with or removed by the VPLMN and if the UDM requested an acknowledgement. The expected SoR-XMAC-IUE allows the UDM to verify that the UE received the Steering Information List. 

8)
The UDM responds to the Nudm_SDM_Get service operation to the VPLMN AMF, which shall include the SoR header, Steering Information List, SoR-MAC-IAUSF and CounterSoR within the Access and Mobility Subscription data. If the UDM requests an acknowledgement, it shall temporarily store the expected SoR-XMAC-IUE.   
9)
The VPLMN AMF shall include the Steering Information List, the SoR-MAC-IAUSF, CounterSoR and the SoR header to the UE in the Registration Accept message;

10)
 On receiving the Registration Accept message, if the USIM is configured with the indication that the UE shall receive the Steering Information List, then the UE shall calculate the SoR-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.17) on the received Steering information, the CounterSoR and the SoR header and verifies whether it matches the SoR-MAC-IAUSF value received in the Registration Accept message. Based on the SoR-MAC-IAUSF verification outcome, the behaviour of the UE is specified in TS 23.122 [53]. In order to calculate the SoR-MAC-IAUSF, the UE retrieves the KAUSF identified by the key identifier (KIAUSF) and associated access type via which the Registration Accept message was received and uses this key in the calculation,
11) If the UDM has requested an acknowledgement from the UE and the UE verified that the Steering Information List has been provided by the HPLMN in step 9, then the UE shall send the Registration Complete message to the serving AMF. The UE shall generate the SoR-MAC-IUE as specified in Annex A.18 using the same KAUSF that was used for the verification of SoR-MAC-IAUSF and includes the generated SoR-MAC-IUE in a transparent container in the Registration Complete message. 
12)
The AMF sends a Nudm_SDM_Info request message to the UDM. If a transparent container with the SoR-MAC-IUE was received in the Registration Complete message, the AMF shall include the transparent container in the Nudm_SDM_Info request message. 

13)
If the HPLMN indicated that the UE is to acknowledge the successful security check of the received Steering Information List in step 8, then the UDM shall compare the received SoR-MAC-IUE with the expected SoR-XMAC-IUE that the UDM stored temporarily in step 8.  

**** Next Change ****
6.14.2.2
Procedure for steering of UE in VPLMN after registration
The security procedure for the steering of UE in VPLMN after registration is described below in figure 6.14.2.2-1:
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Figure 6.14.2.2-1: Procedure for providing list of preferred PLMN/access technology combinations

1)
The UDM decides to notify the UE of the changes to the Steering Information List by the means of invoking Nudm_SDM_UpdateNotification service operation.

2-3)
The UDM shall invoke Nausf_SoRProtection service operation message by including the SoR header and Steering Information List to the AUSF to get SoR-MAC-IAUSF, CounterSoR, and key identifier (KIAUSF) as specified in sub-clause 14.1.3 of this document. If the HPLMN decided that the UE is to acknowledge the successful security check of the received Steering Information List, then the UDM shall set the corresponding indication in the SoR header (see TS 24.501 [35]) and include the ACK Indication in the Nausf_SoRProtection service operation message to signal that it also needs the expected SoR-XMAC-IUE, as specified in sub-clause 14.1.3 of this document.

The details of the CounterSoR is specified in sub-clause 6.14.2.3 of this document. The inclusion of Steering Information List and the acknowledge indication in the calculation of SoR-MAC-IAUSF allows the UE to verify that the Steering Information List received is not tampered with or removed by the VPLMN and if the UDM requested an acknowledgement. The inclusion of these information in the calculation of the expected SoR-XMAC-IUE allows the UDM to verify that the UE received the Steering Information.

4)
The UDM shall invoke Nudm_SDM_UpdateNotification service operation, which contains the list of preferred PLMN/access technology combinations, SoR-MAC-IAUSF, CounterSoR within the Access and Mobility Subscription data and the SoR header. If the UDM requests an acknowledgement, it shall temporarily store the expected SoR-XMAC-IUE. 
5)
Upon receiving the Nudm_SDM_UpdateNotification message, the AMF shall send a DL NAS Transport message to the served UE. The AMF shall include in the DL NAS Transport message the transparent container received from the UDM.
6)
 On receiving the DL NAS Transport message, the UE shall calculate the SoR-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.17) on the received Steering information, the CounterSoR and the SoR header and verifies whether it matches the SoR-MAC-IAUSF value received in the DL NAS Transport message. In order to calculate the SoR-MAC-IAUSF, the UE retrieves the KAUSF identified by the key identifier (KIAUSF) and associated access type via which the DL NAS Transport message was received and uses this key in the calculation, 

7) 
If the UDM has requested an acknowledgement from the UE and the UE verified that the Steering Information List has been provided by the HPLMN, then the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the SoR-MAC-IUE as specified in Annex A.18 using the same KAUSF that was used in the verification of SoR-MAC-IAUSF and includes the generated SoR-MAC-IUE in a transparent container in the UL NAS Transport message. 
8)
The AMF shall send a Nudm_SDM_Info request message to the UDM. If a transparent container with the SoR-MAC-IUE was received in the UL NAS Transport message, the AMF shall include the transparent container in the Nudm_SDM_Info request message. 

9)
If the HPLMN indicated that the UE is to acknowledge the successful security check of the received Steering Information List, then the UDM shall compare the received SoR-MAC-IUE with the expected SoR-XMAC-IUE that the UDM stored temporarily in step 4.  
**** Next Change ****
6.15.2.1
Procedure for UE Parameters Update

The UDM may decide to perform UE parameters update anytime after the UE has been successfully authenticated and registered to the 5G system. The security procedure for the UE parameters update is described below in figure 6.15.2.1-1: 
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Figure 6.15.2.1-1: Procedure for UE Parameters Update 

1)
The UDM decides to perform the UE Parameters Update (UPU) using the control plane procedure while the UE is registered to the 5G system. If the final consumer of any of the UE parameters to be updated (e.g., the updated Routing ID Data) is the USIM, the UDM shall protect these parameters using a secured packet mechanism (see 3GPP TS 31.115 [65]) to update the parameters stored on the USIM. The UDM shall then prepare the UE Parameters Update Data (UPU Data) by including the parameters protected by the secured packet, if any, as well as any UE parameters for which final consumer is the ME (see TS 24.501 [35]).

2-3)
The UDM shall invoke Nausf_UPUProtection service operation message by including the UPU Data to the AUSF to get UPU-MAC-IAUSF, CounterUPU, and key identifier (KIAUSF) as specified in sub-clause 14.1.4 of this document. If the UDM decided that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall set the corresponding indication in the UE Parameters Update Data (see TS 24.501 [35]) and include the ACK Indication in the Nausf_UPUProtection service operation message to signal that it also needs the expected UPU-XMAC-IUE, as specified in sub-clause 14.1.4 of this document.
The details of the CounterUPU is specified in sub-clause 6.15.2.2 of this document. The inclusion of UE Parameters Update Data in the calculation of UPU-MAC-IAUSF allows the UE to verify that it has not been tampered by any intermediary. The expected UPU-XMAC-IUE allows the UDM to verify that the UE received the UE Parameters Update Data correctly. 

4)
The UDM shall invoke Nudm_SDM_Notification service operation, which contains UE Parameters Update Data, UPU-MAC-IAUSF, CounterUPU within the Access and Mobility Subscription data. If the UDM requests an acknowledgement, it shall temporarily store the expected UPU-XMAC-IUE. 
5)
Upon receiving the Nudm_SDM_Notification message, the AMF shall send a DL NAS Transport message to the served UE. The AMF shall include in the DL NAS Transport message the transparent container received from the UDM.
6)
 On receiving the DL NAS Transport message, the UE shall calculate the UPU-MAC-IAUSF in the same way as the AUSF (as specified in Annex A.19) on the received UE Parameters Update Data and the CounterUPU and verify whether it matches the UPU-MAC-IAUSF value received in the DL NAS Transport message. In order to calculate the UPU-MAC-IAUSF, the UE retrieves the KAUSF identified by the key identifier (KIAUSF) and associated access type via which the DL NAS Transport message was received and uses this key in the calculation. If the verification of UPU-MAC-IAUSF is successful and the UPU Data contains any parameters that is protected by secured packet (see 3GPP TS 31.115 [65]), the ME shall forward the secured packet to the USIM using procedures in 3GPP TS 31.111 [66]. If the verification of UPU-MAC-IAUSF is successful and the UPU Data contains any parameters that is not protected by secure packet, the ME shall update its stored parameters with the received parameters in UDM Updata Data.
7) 
If the UDM has requested an acknowledgement from the UE and the UE has successfully verified and updated the UE Parameters Update Data provided by the UDM, then the UE shall send the UL NAS Transport message to the serving AMF. The UE shall generate the UPU-MAC-IUE as specified in Annex A.20 and include the generated UPU-MAC-IUE in a transparent container in the UL NAS Transport message. 
8)
If a transparent container with the UPU-MAC-IUE was received in the UL NAS Transport message, the AMF shall send a Nudm_SDM_Info request message with the transparent container to the UDM.

9)
If the UDM indicated that the UE is to acknowledge the successful security check of the received UE Parameters Update Data, then the UDM shall compare the received UPU-MAC-IUE with the expected UPU-XMAC-IUE that the UDM stored temporarily in step 4.  
**** Next Change ****
14.1.2
Nausf_UEAuthentication service

Service operation name: Nausf_UEAuthentication_authenticate.

Description: Authenticate the UE and provides related keying material.

Input, Required: One of the options below. 

1.
In the initial authentication request: SUPI or SUCI, serving network name, Access Technology.

2.
In the subsequent authentication requests depending on the authentication method: 

a.
5G AKA: Authentication confirmation message with RES* as described in clause 6.1.3.2 or Synchronization Failure indication and related information (i.e. RAND/AUTS).  

b.
EAP-AKA’: 
EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F. 

Input, Optional: None. 

Output, Required: One of the options below. 

1.
Depending on the authentication method: 

a.
5G AKA: authentication vector, as described in clause 6.1.3.2 or Authentication confirmation acknowledge message. 

b.
EAP-AKA’:
EAP packet as described in RFC 4187 [21] and RFC 5448 [12], and Annex F.  

2.
Authentication result and if success the master key which are used by AMF to derive NAS security keys and other security key(s).

Output, Optional: SUPI if the authentication was initiated with SUCI.

**** Next Change ****
14.1.3
Nausf_SoRProtection service
The following table illustrates the security related services for SoR that AUSF provides.

Table 14.1.3-1: NF services for SoR provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_SoRProtection
	Protect
	Request/Response
	UDM


Service operation name: Nausf_SoRProtection.
Description: The AUSF calculates the SoR-MAC-IAUSF as specified in the Annex A.17 of this document using UE specific home key (KAUSF) along with the steering information received from the requester NF and delivers the SoR-MAC-IAUSF and CounterSoR to the requester NF. If the ACK Indication input is present, then the AUSF shall compute the SoR-XMAC-IUE and return the computed SoR-XMAC-IUE in the response. The details of the SoR header is specified in TS 24.501 [35].
Input, Required: Requester ID, SUPI, service name, SoR Header, Access Technology, target serving PLMN.
Input, Optional: ACK Indication, list of preferred PLMN/access technology combinations.
Output, Required: SoR-MAC-IAUSF, CounterSoR or error (counter_wrap), KIAUSF.
Output, Optional: SoR-XMAC-IUE (if the ACK Indication input is present, then the SoR-XMAC-IUE shall be computed and returned).

**** Next Change ****
14.1.4
Nausf_UPUProtection service
The following table illustrates the security related services for UE Parameters Update that AUSF provides.

Table 14.1.4-1: NF services for UE Parameters Update provided by AUSF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_UPUProtection
	Protect
	Request/Response
	UDM


Service operation name: Nausf_UPUProtection.
Description: The AUSF calculates the UPU-MAC-IAUSF as specified in the Annex A.19 of this document using UE specific home key (KAUSF) along with the UE Parameters Update Data received from the requester NF and delivers the UPU-MAC-IAUSF and CounterUPU to the requester NF. If the ACK Indication input is present, then the AUSF shall compute the UPU-XMAC-IUE and return the computed UPU-XMAC-IUE in the response. The details of the UE Parameters Update Data is specified in TS 24.501 [35].
Input, Required: Requester ID, SUPI, service name, UE Parameters Update Data, Access Technology, target serving PLMN.
Input, Optional: ACK Indication.
Output, Required: UPU-MAC-IAUSF, CounterUPU or error (counter_wrap), KIAUSF.
Output, Optional: UPU-XMAC-IUE (if the ACK Indication input is present, then the UPU-XMAC-IUE shall be computed and returned).
**** Next Change ****
14.2.2
Nudm_UEAuthentication_Get service operation

Service operation name: Nudm_UEAuthentication_Get

Description: Requester NF gets the authentication data from UDM. For AKA based authentication, this operation can be also used to recover from synchronization failure situations. If SUCI is included, this service operation returns the SUPI. 

Inputs, Required: SUPI or SUCI, serving network name, Access Technology.

Inputs, Optional: Synchronization Failure indication and related information (i.e. RAND/AUTS).

Outputs, Required: Authentication method and corresponding authentication data for a certain UE as identified by SUPI or SUCI input.

Outputs, Optional: SUPI if SUCI was used as input. 

**** End of Change ****
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