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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

S2-1904375, SA2 endorsed solution for UE not supporting NAS accessing 5GC via Fixed Access.

TR 33.807, Study on the security of the Wireless and Wireline Convergence for the 5G system architecture.

3GPP TS 33.501 Security Architecture and Procedures for 5G System. 
3
Rationale

SA2 requests SA3, via LS in S2-1904829, to review the endorsed solution from SA3 for devices without NAS support and without 3GPP RAT access to use additional EAP methods for primary authentication.
Such devices support EAP authentication but may not support the key derivation as required by TS 33.501, it is proposed to add a key issue on this topic to TR 33.807.
4
Detailed proposal

** change to TR 33.807 **
5.X
Key Issue #X: Authentication of UE without NAS support and without 3GPP RAT behind a FN-RG or 5G-CRG with 5GC

5.X.1
Key issue details

The S2 endorsed solution (in S2-1904375) depicts a device which neither support NAS nor 3GPP credentials to access 5GC via FN-CRG or 5G-CRG with the use of additional EAP methods (beside AKA') for primary authentication.

This device, which is behind FN-CRG or 5G-CRG, can use an EAP method such as EAP-TLS for authenciation. Roaming is not supported.

TS 33.501 (R15) Annex-B provides an overall example on how the 5G authentication framework for primary authentication can be applied to EAP methods other than EAP-AKA' for private networks or with IoT devices in isolated deployment scenarios. 
This key issue is to investigate whether any clarification or normative requirements in TS 33.501 is needed, using Annex-B as baseline, for authenticating UE without NAS support and without 3GPP RAT behind a FN-CRG or 5G-CRG using a EAP method such as EAP-TLS.

5.X.2
Security threats

If authentication via a FN-CRG or a 5G-CRG with EAP methods other than EAP-AKA' is not properly defined, there might be security flaws that enable an attacker to impersonate a UE.
5.X.3
Potential security requirements

A UE without NAS support and without 3GPP RAT behind a RG (FN-CRG or 5G-CRG) shall be able to authenticate to the 5GC with EAP methods other than EAP-AKA'. This type of UE does not roam into other networks or PLMNs.

** End of change **
