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1 Overall Description:
It has come to our attention that work is being undertaken in 3GPP SA6 and ATIS WTSC JLMRLTE on the interworking of P.25 LMR and LTE for Mission Critical use.  We would like to identify some lawful interception requirements that should be taken into account as your studies are progressed.
LI requires the CSP to be able to intercept and deliver user communications either decrypted or encrypted with the necessary information to enable LE to perform the decryption.
When a key management service (KMS) is used to provide encryption for security, the CSP shall be able to access and utilize the keys needed to decrypt the interception communications before delivery to Law Enforcement (LE) or deliver the keys and other information needed to decrypt the intercepted communications to LE.  According to 3GPP TS 33.107, the PTC server (e.g., MCPTT server) has the ability, through a Point of Interception (POI), to duplicate and deliver intercept product to the Delivery Function (DF) for further delivery to LE.  However, the Interworking Function (IWF) being considered by SA6 and WTSC has not been considered from an LI perspective in 3GPP TS 33.107 or 33.108.
SA3-LI would like to inform SA6 and WTSC JLMRLTE groups, in regard to developing solutions for the LMR-LTE interworking study that may impact LI reporting, the following should be taken into account:
· Since published technical reports or specifications developed from this study are not limited to Public Safety, use for commercial applications is possible. Both these uses are subject to LI requirements. 
· CSP facilitated end-to-end encryption between the LMR handset and the MCPTT device in the new LMRLTE IWF would not meet regulatory requirements for LI reporting from the IWF POI if the means of decryption is not provided.
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To SA6 group and WTSC JLMRLTE.
ACTION: SA3-LI kindly asks 3GPP SA6 and WTSC JLMRLTE to consider the above requirement when developing the JLMRLTE system.

3. Date of Next TSG-SA3-LI Meetings:
SA3-LI#73bis	13-15 May 2019		Sophia Antipolis, France
SA3-LI#74	16-19 July 2019			Wroclaw, PL

