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1
Decision/action requested

Approve the proposed update in TR 33.813
2
References

3
Rationale

This contribution addresses the following Editor Notes:
· Editor's Note:  Call flow and terminology need to be aligned with TS 23.501 [3] and TS 23.502 [4].
· Editor’s Note: Further justification for the dependency of this solution on the type of access is needed.
4
Detailed proposal

*********************************************** Start of Changes ************************

7.4
Solution #4 Solution for Slice Specific Authentication and Authorization with multiple registrations in the same PLMN

7.4.1
Introduction

This solution addresses KI#1, Authentication for access to specific Network Slices.

This solution is based on the normative solution for Slice-Specific Authentication and Authorization (SSAA) in TS 23.502 [4]. SSAA is performed with a AAA Server (AAA-S) which may be hosted by the H-PLMN operator or a trusted third party. A AAA proxy (AAA-P) may be involved in the serving PLMN. The SSAA is performed between the UE and the AAA-S based on the EAP framework where the AMF/SEAF acts as the EAP authenticator. The EAP authentication messaging for SSAA is performed after the Registration procedure. After the SSAA procedure is completed successfully for an S-NSSAI, the Allowed NSSAI is updated to include that S-NSSAI in the AMF and in the UE.

The scenario described here is for a UE that aims to register over 3GPP and over non-3GPP in the same serving PLMN.  The UE registers over a first RAT (e.g., 3GPP) and then over another RAT (e.g., non-3GPP). We name RAT#1 the first RAT that the UE uses to Register for an S-NSSAI subject to SSAA, and RAT#2 is used for the other access (e.g., RAT#1 may be 3GPP and RAT#2 non-3GPP, or vice-versa). The UE sends over RAT#1 a Registration Request which includes in the Requested NSSAI an S-NSSAI subject to SSA. Then, the UE includes the same S-NSSAI in the Registration Request over RAT#2  access. The UE waits for the completion of the SSAA procedure for the S-NSSAI over RAT#1  before performing the Registration over RAT#2. The AMF may decide to skip a new SSAA run during Registration over RAT#2 for the S-NSSAI for which the UE was already authenticated over RAT#1.

7.4.2
Solution details

The solution shown in Figure 7.4.1 illustrates a UE performing multiple registrations with the same serving PLMN while requesting the same S-NSSAI subject to SSAA in each Registration Request. The Registration and SSAA procedural steps over 3GPP are as specified in TS 23.502 [4]. Note that the solution below can apply regardless of the RAT order used by the UE to register (i.e. 3GPP or non-3GPP first). Upon receiving a Registration Accept over a first access indicating a pending SSAA run, the UE refrains from Registering over the other access until the completion of SSAA over the first access (i.e. perform associated UCU procedure). 
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Figure 7.4.1 Multiple Registration with the same PLMN with same S-NSSAI subject to SSA

Step 1: UE and network performs a standard Registration procedure over RAT#1 including primary authentication and establishment of the NAS security context. The AMF determines from the subscription data that the S-NSSAI included in the Requested NSSAI is subject to SSAA which is to be performed after sending the Registration Accept message to the UE. The Allowed NSSAI returned in the Registration Accept message does not include the S-NSSAI. The Rejected NSSAI in the Registration Accept message includes the S-NSSAI with a cause value indicating a pending SSAA for the S-NSSAI. 
Step 2: UE and network perform a standard SSAA procedure over RAT#1. The EAP based authentication run is performed over secure NAS transport messages.

Step 3: Following the successful authentication of the UE for the S-NSSAI, the Allowed NSSAI is updated to include S-NSSAI using a UCU procedure.

Step 4: UE checks that SSAA is completed over RAT#1 before starting the Registration procedure over RAT#2 e.g. S-NSSAI is included in the Allowed NSSAI for RAT#1, following the UCU procedure.

Step 5-6: UE sends a Registration Request over RAT#2 protected using the available common NAS security context. UE may indicate a preference (e.g. in the security capabilities) to skip the SSAA for the S-NSSAI over RAT#2 access if the UE is already authenticated for that S-NSSAI over RAT#1. AMF decides to skip a new Primary authentication over the RAT#2 access.

Step 7: AMF determines that S-NSSAI is subject to SSAA and that the UE is already authenticated for S-NSSAI following the previous Regitration over RAT#1. The S-NSSAI authentication result (e.g. success/failure) from previous SSAA run over RAT#1 may be included in the common NAS security context.  AMF may decide to skip SSAA run over RAT#2 for the S-NSSAI.

Step 8: AMF sends a Registration Accept to the UE including S-NSSAI in the Allowed NSSAI for RAT#2
Step 9: UE may start using the S-NSSAI over any access, e.g. it may establish a PDU Session using S-NSSAI over RAT#2 access. 
The AAA-S may decide to re-authenticate and re-authorize the UE at any time. The re-authentication and re-authorization procedure is based on the solution specified in TS 23.502 [4]. In that procedure, the AAA-S sends a request to re-authenticate and re-authorize the UE for a given S-NSSAI to the serving AMF via the AAA-F. Then the AMF triggers an SSAA over the access used to register for that S-NSSAI. The difference in this solution, is that AMF needs to select one of the accesses used to register for that S-NSSAI and trigger an SSAA over that AMF selected access e.g.  SSAA may be run on an access where UE may be CM-Connected while being CM-Idle on the other.

The AAA-S may decide to revoke the authorization of the UE at any time. The revocation procedure is based on the solution specified in TS 23.502 [4]. In that procedure, the AAA-S sends a request to revoke the authorization of the UE for a given S-NSSAI to the serving AMF via the AAA-F. Then the AMF updates the UE configuration to remove the S-NSSAI from the Allowed NSSAI for the access used to register for that S-NSSAI. The difference in this solution is that AMF needs to update the UE configuration to remove the S-NSSAI from the Allowed NSSAI for both accesses i.e. trigger a UCU procedure for each access.



7.4.3
Evaluation

TBD

*************************************************** End of changes ******************************
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5. Register Request over non-3GPP (Requested NSSAI includes S-NSSAI)
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