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[bookmark: _Toc501628136]************************ Start of change 1 *********************************
[bookmark: _Toc516675380]9.4.8	RTCP protection profile
Integrity and confidentiality protection for communications using RTCP for floor control, transmission control, and media control is achieved using SRTCP, as defined in IETF RFC 3711 [13]. The mechanism described in IETF RFC 3711 [13] is used to encrypt the RTCP payload. A diagram of the key derivation mechanism (as described in IETF RFC 3711 [13]) is shown in figure 9.4.8-1.
NOTE: There exists an erratum to RFC 3711 with ID 3712. This erratum modifies the key derivation mechanism for SRTCP in an incompatible way. This erratum has a status “Held for Document Update” and not “Verified”. This means that it should not be taken into account when refering to RFC 3711.


Figure 9.4.8-1: Security mechanism for floor control, transmission control, and media control protection
The AES-CM-128 algorithm as defined in IETF RFC 3711 [13] shall be supported as the SRTCP PRF (which is used to derive the SRTCP session key and salt). A SRTP key derivation rate of 0 shall be used to indicate that session keys and salts shall not be refreshed. The AEAD_AES_128_GCM algorithm as defined in IETF RFC 7714 [26] shall be supported for providing confidentiality and data authentication of SRTCP packets. The AEAD_AES_128_GCM algorithm requires that the SRTCP session key is 16 octets in length and the session salt is 12 octets in length.
************************ End of change 1 *********************************
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