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1	Decision/action requested
Discuss the proposals of this discussion paper. Note that some proposals require (p)CRs to other work items, therefore the proposal is currently only for discussion and endorsement by SA3.
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3	Introduction
The purpose of this contribution is to provide a brief security analysis for possible attacks on UE privacy and NPN confidentiality in cases of NPNs with CAG access control. The companion PCR in S3-191107 proposes new KI for TR 33.819, “Study on security for 5GS enhanced support of Vertical and LAN Services.”
[bookmark: _Hlk4496782]4	Detailed description
4.1	Support for PLMN with integrated NPN access
[bookmark: _Hlk3888997]Rel-16 TSG SA2 specifications support Non-Public Networks (NPNs) deployed with the assistance of PLMN using Closed Access Groups (CAG) and/or network slicing. These type of NPNs are called “PLMN integrated NPNs”.  CAG is proposed as a mechanism to enable the network to prevent UE from trying to access a Network Slice dedicated to an NPN in an area where the UE is not allowed to use the slice ([1] clause 5.30.3). 
The procedure for network and cell selection and access control is illustrated in Figure 1 (based on [1] clause 5.30.3 and [3] clause 4.2.2.2.2) and summarized below.


[bookmark: _Ref532202570]Figure 1: CAG Access control during initial Registration Procedure
· Before trying to access a CAG cell, the UE compares its locally configured Allowed CAG list against the CAG IDs broadcasted as plaintext (i.e., neither confidentiality nor integrity nor replay protected) by a CAG cell (steps 0-2).
· If the UE finds at least one matching CAG ID, the UE proceeds with a Registration procedure using its SUCI. The UE includes a CAG ID in the Access Stratum parameters when establishing an AS connection (Step 3). The UE transmits the CAG ID as plaintext (i.e., neither confidentiality nor integrity nor replay protected)
· The UE goes through a full primary authentication so that the AMF can obtain the CAG related subscription information from the UDM. AMF verifies that at least one CAG ID from the UE subscription corresponds to the UE selected CAG ID as forwarded by NG_RAN in the N2 message  (steps 4-7).
· If AMF finds a matching CAG ID then the UE is allowed to access the CAG cell, i.e., Registration is accepted (step 8a).
· If AMF does not find a matching CAG ID then UE is not allowed to access the CAG, i.e., Registration is rejected. The UE removes the CAG ID from its Allowed CAG list (step 8b).

The CAG Cell access is reserved exclusively for UE supporting CAG, i.e., this implies that a cell is either a regular PLMN cell or a CAG Cell and no “hybrid” cells are discussed at the time.  Whether Emergency services are to be supported in a CAG cell is left for further study.
4.2 Confidentiality and Privacy for PLMN integrated NPN access
3GPP SA3 is studying the security and privacy aspects for Vertical services and PLMN integrated NPN access in particular [4]. 
Per TS 23.501 [1]:
A CAG is identified by a CAG Identifier which is unique within the scope of a PLMN ID;
A CAG cell broadcasts one or multiple CAG Identifiers per PLMN. It is assumed that an NG-RAN node supports broadcasting a total of twelve CAG Identifiers. Further details are defined in TS 38.331 [6].

4.2.1	Possible attack scenarios 
4.2.1.1	Attack on CAG ID list confidentiality
In Step 1 of the procedure outlined in Figure 1, the CAG IDs are broadcasted as plaintext and are accessible to a passive attacker. CAG ID is unique within a PLMN. It is possible for such a passive attacker to make a linkage between the CAG IDs broadcast by a particular cell and the set of NPN slices that it is serving. In fact, CAG ID list carry sensitive slicing related information that is confidential to the serving network given that each CAG-ID is associated with a particular S-NSSAI allocated to an NPN (as per TS 23.501 [1]). Leakage of such confidential information can be damaging to the serving network and may lead to active and even to kinetic attacks.
4.2.1.2	Attack on privacy of UE supporting CAG 
As we stated in 4.2.1.1, CAG ID is unique within a PLMN and it is possible for a passive attacker to make a linkage between the CAG IDs of a particular cell and the services that it is providing. Note that revealing of a single CAG ID cell is an equivalent to identifying/revealing the single type of slice or service (i.e., S-NSSAI), given the direct association between a CAG ID and a particular NPN slice.  During Access Stratum connection establishment, the UE transmits in the clear a CAG ID (e.g., caused by initial Registration as in Figure 1 - step 3, or by Service Request TS 23.502 [1] clause 4.2.3.2), potentially exposing the particular NPN slice the UE wants to access. Privacy requirements regarding Requested NSSAI (set of S-NSSAIs) were introduced (and addressed) in Rel-15, in particular during AS connection establishment (TS 23.501 [1] clause 5.15.9). Given the above, privacy protection requirements that are of equal or higher strength should also apply to CAG ID parameter. Consistency when applying slicing information privacy protection policy may also need to be carefully considered. For example, the UE may be instructed by the PLMN/HPLMN to never send the Requested NSSAI based on the Access Stratum Connection Establishment NSSAI Inclusion Mode parameter, but at the same time the UE may transmit in the clear a CAG ID associated with a particular slice i.e., potentially exposing very specific confidential/private slicing information. 
From the attack on CAG ID list confidentiality, the adversary can find particular characteristics (including e.g., its customers) of the cell that serves CAG-enabled NPN (e.g., Critical Infrastructure Plant #XYZ). By observing subsequent UE attachment in Step 3 of the procedure in Figure 2, the attacker would be able to know that the UE with a specific local UE identifier (e.g., C-RNTI, GUAMI, 5G-S-TMSI) while attempting to attach to the CAG cell has at least one CAG ID matched to the pre-provisioned Allowed CAG. As the result, the adversary would gain the knowledge of what group (e.g., Critical Infrastructure Plant #XYZ) this particular UE belongs. In addition, there are only 12 unique CAG IDs per PLMN. Revealing of a multiple CAG ID cell is an equivalent to identifying/revealing the types of slices or services (based on associated CAG ID/NPN it broadcasted). 
Further, by observing other IEs that may leak privacy, the adversary may attempt to link such local UE identifiers together. Such linkage may significantly amplify CAG-related attacks on UE/user  privacy.
5	Conclusion and Proposal
Authors would like SA3 to review and endorse the proposed brief security analysis resulting in a new Key Issue for TR 33.819.
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