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1
Decision/action requested

 It is requested to approve the proposal on solution #7 into TR 33.809
2
References
[1]
3GPP TR 33.809: “Study on 5GS Security Enhancement against False Base stations”.

3
Rationale

Alignment of the solution #7 (“Verification of authenticity of the cell”) according to Annex A.3 (“Assessment of system, architectural and security impacts of SI messages”) structure.
It is requested to SA3, to approve the below proposal for the TR 33.809 [1].

4
Detailed proposal

************START OF CHANGE**********
6.7.4
Assessment using Annex A.3
6.7.4.1a UE Aspects

Based on threshold of detected cell’s signal, UE determines whether the cell is authentic or not, to camp on it. A cell is authentic, if the authenticity verification of the system information received from the cell is successful.

Verification using Digital signatures:
1. On receiving the system information the UE generates digital signature.  The system information with digital signature received, public security key (K-SIGPublic) and Time Counter of the time slot in which system information is received are used to check the authenticity of the SI. If authenticity verification is successful, then the system information is authentic and the UE considers the cell as authentic.

2. The UE may obtain UTC time from any sources available, e.g. the RAN (via SIB, as in LTE via SIB16), NITZ, NTP, GPS (depending on which is available). 
3. The Time Counter input to the security algorithm is the value of counter corresponding to time slot in which system information is transmitted.
Identity Based Cryptography for Digital Signature Verification:
1. The UE act as the "verifier" (according to the definitions in RFC 6507).
2. UE uses the public key of the CN and the cell ID specific PVT to verify the signature.
Reduce the overhead using other SI:
1. Upon UE’s request, the other SI may either be broadcast, or provided in a dedicated manner by the gNB.
2. The UE checks that the timestamp is within an acceptable time-window before it verifies the signature to prevent replay attacks.
6.7.4.1b
UE actions upon detection of invalid signature

If the signal quality of detected cell is above a defined threshold then UE determines whether the cell is authentic or not, to camp on it. If the verification of the signature fails at UE, then the UE considers system information is not authentic and therefore the cell is not authentic. The UE initiates cell re-selection procedure.
6.7.4.2
Threats that are mitigated by signed SI messages

This solution address the key Issue#2 “Security Protection of system information” and the following security and privacy areas:
#1 DoS attack on UE: attempts to hinder the UEs' access to the network.

#2 DoS attack on network: attempts to hinder the network's ability to provide services to the UEs.
This solution is applicable only for verification of authenticity of the cell during RRC_IDLE mode and RRC_INACTIVE mode cell reselection. 
6.7.4.3
Threats that are not mitigated by signed SI messages
This solution is not applicable for cell authenticity verification during initial Registration procedure
6.7.4.4
Provisioning of keys

For Digital Signatures,

1. K-SIGPrivate is specific to the Tracking area. The private key (K-SIGPrivate) is provisioned in the gNB by the MNO.
2. The public K-SIGPublic key and its lifetime is provisioned by the core network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2.

For Identity based cryptography,

1. The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  
2. UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  
6.7.4.5
RAN aspects 

A cell periodically broadcasts synchronization signals and system information (SI). 

Verification using Digital signatures,

1. NR digitally signs the broadcasted system information as shown in Figure 6.7.2.1-1. 
2. System information to be broadcasted, Private security key (K-SIGPrivate) and Time Counter are input to security algorithm to generate the digital signature. 
3. The generated DS together with some least significant bits of Time Counter is added to the system information before transmitting over the air.
4. The gNB obtains a value for a UTC-based counter associated with a transmission slot based on UTC time. 
5. System information is periodically broadcasted, in order to reduce the overhead; protection can be applied once every ‘N’ period instead of every period. Mechanisms to reduce the overhead are detailed in the clause 6.7.2.3 of this TR.
Verification using Identity Based Cryptography,

1. The network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  
2. NR are configured with the Secret Signing Key (SSK) associated with its cell identity.
3. In order to verify the authenticity of the cell, the NR act as "signer" (according to the definitions in RFC 6507).  
4. The NR uses SSK associated to the cell to sign the system information

Other SI Optimization,

1. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4). 
2. As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB
6.7.4.6
VPLMN aspects 

Verification using Digital signatures,

1. The public K-SIGPublic key and its lifetime is provisioned by the Serving network to the UE, when performing location update procedure, as shown in Figure 6.7.2.1-2.
Verification using Identity Based Cryptography,

1. The serving network provisions UEs and NR with a set of credentials for Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [33] along with the public key of the CN.  
2. Furthermore, UEs are provisioned with the Public Validation Token (PVT) specific to each cell and the NR are configured with the Secret Signing Key (SSK) associated with its cell identity.  

Other SI Optimization,

1. The gNB generate the digital signature with the minimum SI broadcasted, Private security key (K-SIGPrivate) and Time Counter as input (as shown in Figure 6.7.2.1-3) and provides the digital signature in the other SI (as a separate SI) either periodically or upon request from the UE (as shown in Figure 6.7.2.1-4).
2.  As the UE needs to verify the authenticity of the gNB, only signing of the minimum SI is performed in order to reduce the overhead in the UE and in the gNB.
6.7.4.7
HPLMN aspects 

No HPLMN aspects/impacts
6.7.4.8
Network sharing aspects

No Network sharing aspects/impacts
Editor’s Note: Network sharing aspects to be further assessed. 
6.7.4.9
Roaming aspects

No roaming aspects identified
6.7.4.10
Regulatory aspects 

The solution is about digital signature and can be optional for UE to verify during Idle or Inactive state, therefore no Regulatory aspects identified.
6.7.4.11
Signature schemes

There could be one or more signature schemes like:

· Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI), as defined in IETF RFC 6507 [9]. 
· Others
Editor's Note: Further explanation are TBD.

6.7.4.12
Signature length

Editor's Note: Explanation is TBD.

6.7.4.13
Resistance against Quantum Computing

None identified as of now.
************END OF CHANGE************* 
