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1
Decision/action requested

This contribution proposes a key issue for protecting the SQN during a re-synchronisation procedure for AKA
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Rationale

During a re-synchronisation procedure in AKA, the SQN that is returned to the network is protected by a keystream derived from the long-term key and RAND. This means if multiple re-synchronisation procedures are run based from the same AVs, e.g. an attacker trying to find out information about the value of SQN, then the same keystream will be used each time. 
It has been shown how this can be exploited by an attacker to determine the least significant bits of the SQN value [2]. 

This contribution proposes a key issue for this problem. 
4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the TR [1].
**** START OF CHANGES ****
5.Y
Key issues on re-synchronisation in AKA
5.Y.X
Key Issue #Y.X: Protection of SQN during AKA re-synchronisations
5.Y.X.1
Key issue details
The freshness parameter for the calculation of AK (the keystream that protects the SQN returned to the network) during a re-synchronisation in AKA is the random number RAND from the challenge. An attacker can force the re-use of RAND and hence the keystream AK may be used multiple times to protect different SQNs. It is preferable to avoid such keystream re-use. 
5.Y.X.2
Security threats
The re-use of key stream allows an attacker to obtain the XORes value between two different SQNs. It has been shown how this property in conjunction with issuing fresh challenges can enable an attacker to estimate the least significant bits of SQN. Hence some information about SQN can leak despite the encryption of SQN.
Editor’s Note: Add a reference to the papers if there is a suitable one that follows drafting rules.
5.Y.X.3
Potential security requirements

The AKA procedure should prevent the effects of the re-use of keystream protecting SQN during AKA re-synchronisations.
**** END OF CHANGES ****

