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1. Overall Description:

SA3 would like to thank GSMA for their LS S3‑191845 (GSMA DESS31_05) in which they ask for feedback on their Diameter IPX network end-to-end security solution.

SA3 wishes to provide the following feedback on the proposed solution:
· We recommend explicitly spelling out the individual steps for message protection, modification and validation.

· Since there is no logging of message modifications and intermediate parties on the IPX network are supposed to void the signature of their previous hop, the receiving DEA is unable to retrace and validate the changes performed. This raises questions about the trust model between DEAs and the IPX providers involved. The document conveys the notion that an operator would have to trust its own IPX provider with the validation and correct forwarding of all previous modifications. Compare this to the N32 security described in TS 33.501, clause 13, where all modifications are validated and applied by the receiving SEPP itself. 

· Table 1 describes the different levels of protection for individual information elements, incl. “integrity protected, modifiable” and “integrity protected, non-modifiable”. However, the document does not explain how these protection schemes are actually enforced. If there is a policy which controls whether a particular IE is modifiable or not, it should be explicitly described where this policy resides and which party is controlling/enforcing it.

· Clause D.3.4.2 refers to a specific version of an IETF draft on ATLS that has since expired. Since such drafts should be considered work in progress, it seems inappropriate to cite them at this stage.

· Clause D.3.5 refers to the SEPP, which does not seem to be in scope of this document. In particular, the SA3 draftCR S3-181937 should not be referred to, as its contents have since changed and been transferred to TS 33.501. Since the contents are in italics and highlighted yellow, it is assumed that it will not be contained in the final version.

· Figure 6 appears to not represent the intended behavior correctly, since the message between SP A and IPX A and the message between IPX A and SP B are identical.
In GSMA’s clause D.3.5 the topic of key management in relation to load distribution, redundancy, and failover in situations with multiple DEA pairs between operators has been discussed. While SA3 considers such topics, as well as provisioning certificates in the SEPP, operational matters and out of scope, SA3 agrees with GSMA that the model of IPsec is applicable.
2. Actions:

To GSMA FASG DESS group.

ACTION: 
3GPP SA3 asks GSMA FASG DESS to take the above feedback into account and consult 3GPP SA3 if they need further guidance or further feedback.
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