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1
Decision/action requested

This discussion paper aims at discussing feasible approaches for protecting the NSSAI in AS layer
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3
Rationale

Protecting the NSSAI in the AS layer can be achieved in many ways, where solutions have various impact. Below some alternatives are listed for discussion.

1. Capitalize on RRC_INACTIVE state. In this state, the UE and the RAN maintain a shared AS security context. Therefore, at state transition, if the UE wants to request for same network slice as earlier, then there is no need for the UE to include the selected NSSAI in the RRC layer. However, if the UE wants to request for a new network slice than earlier, then the UE can encrypt the selected NSSAI using the AS security context and include that encrypted NSSAI in the RRC layer.

2. Another approach would be to let the UE encrypt a requested NSSAI with the Home Network public key. The encryption could for instance be for the full NSSAI or per S-NSSAI. Another example would be to encrypt the SST and SD values separately. 

3. Yet another approach would let the UE send a UE specific slice-pseudonym over-the-air to indicate a requested slice. The UE specific slice-pseudonym is some form of alias specific to the UE that the Home Network can map to the requested slice. The mapping of the UE specific slice-pseudonym to the requested slice is known only to the UE and the Home Network. Therefore, an attacker over-the-air does not know which slice is being requested by the UE. However, it also means that the Visiting Network does not know the mapping and therefore needs assistance from the Home Network. The UE specific slice-pseudonym could be implemented in various ways, a certain combination of SST and SD generates a certain pseudonym resulting in a requested NSSAI with pseudonyms instead of S-NSSAIs. Another way could be to generate a pseudonym based on a combination of S-NSSAIs.

4. Yet another approach lets the UE encrypt the requested NSSAI with a new key derived from KAUSF, denoted KNSSAI. The purpose of KNSSAI is to encrypt the NSSAI in AS layer. This approach gives the home network control and its based on existing key material.
5. This last approach is based on asymmetric encryption, it is based on the use of a pair of private, public keys referred to by (KNSSAI_Priv, KNSSAI_Pub) under the control of the serving network. The public key is provided to the UE during the registration procedure while it is assumed that the RAN is pre-provisioned with the private key. 
4
Detailed proposal

Discuss the content of this paper in the group to identify which approach has the least impact on the RAN nodes and the network.
