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1
Decision/action requested

This contribution adds an evaluation to solution 7 and removes an EN
2
References

3
Rationale

This solution solves the path between UE and serving network by relying on NAS and AS security. For the path between serving network and AAA server it relies on existing security mechanisms such as NDS IP or security provided by EAP.
Editor’s Note: It is FFS whether user Id privacy is required between serving network and AAA.
It’s been clarified in the evaluation that this solution may be combined with NDS IP security or alternatively rely on EAP between Serving Network and AAA server. 
Given the clarifications, the EN may be removed.
4
Detailed proposal

***
BEGIN CHANGES
***
7.7
Solution #7: Solution to protect user ID 
7.7.1
Introduction

This security solution is related to the Key Issue #4: Security and privacy aspects related to the solution for Network Slice specific access authentication and authorization
According to the agreed solution present in clause 6.3.2 of 3GPP TR 23.740 [5] the slice specific authentication takes place after the UE has been authenticated by the 3GPP system for PLMN access. Therefore, the necessary key material needed for the network to configure AS security with the UE using AS Security Mode Command is available. Key material needed for setting up NAS security with NAS Security Mode Command is also available.


7.7.2
Solution details

This solution proposes that any message exchange after the primary authentication will be confidentiality protected after successful activation of AS and NAS security.

7.7.3
Evaluation
This solution addresses Key Issue #4 and protects the User ID over the air interface between UE and serving network relying on the activation of AS and NAS security. Combined with NDS IP or EAP from the serving network to AAA server the User ID is always protected.
***
END OF CHANGES
***
