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1
Decision/action requested

Collection of material that supports the way forward as described in S3-191984.
2
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3
Rationale

The following provides a list of material supporting the discussion on UDM-ARPF-UDR related to LS SP-190581
23.501 citation from clause 4.2.5
….
As depicted in Figure 4.2.5-2, the 5G System architecture allows the UDM, PCF and NEF to store data in the UDR, including subscription data and policy data by UDM and PCF, structured data for exposure and application data (including Packet Flow Descriptions (PFDs) for application detection, AF request information for multiple UEs) by the NEF. UDR can be deployed in each PLMN and it can serve different functions as follows:

-
UDR accessed by the NEF belongs to the same PLMN where the NEF is located.

-
UDR accessed by the UDM belongs to the same PLMN where the UDM is located if UDM supports a split architecture.

-
UDR accessed by the PCF belongs to the same PLMN where the PCF is located.

NOTE 3:
The UDR deployed in each PLMN can store application data for roaming subscribers.
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Figure 4.2.5-2: Data storage architecture

NOTE 4:
There can be multiple UDRs deployed in the network, each of which can accommodate different data sets or subsets, (e.g. subscription data, subscription policy data, data for exposure, application data) and/or serve different sets of NFs. Deployments where a UDR serves a single NF and stores its data, and, thus, can be integrated with this NF, can be possible.

NOTE 5: The internal structure of the UDR in figure 4.2.5-2 is shown for information only.

The Nudr interface is defined for the network functions (i.e. NF Service Consumers), such as UDM, PCF and NEF, to access a particular set of the data stored and to read, update (including add, modify), delete, and subscribe to notification of relevant data changes in the UDR.

Each NF Service Consumer accessing the UDR, via Nudr, shall be able to add, modify, update or delete only the data it is authorised to change. This authorisation shall be performed by the UDR on a per data set and NF service consumer basis and potentially on a per UE, subscription granularity.
The following data in the UDR sets exposed via Nudr to the respective NF service consumer and stored shall be standardized:
-
Subscription Data,
-
Policy Data,

-
Structured Data for exposure,

-
Application data: Packet Flow Descriptions (PFDs) for application detection and AF request information for multiple UEs, as defined in clause 5.6.7.

The service based Nudr interface defines the content and format/encoding of the 3GPP defined information elements exposed by the data sets.

In addition, it shall be possible to access operator specific data sets by the NF Service Consumers from the UDR as well as operator specific data for each data set.

NOTE 6:
The content and format/encoding of operator specific data and operator specific data sets are not subject to standardization.

NOTE 7:
The organization of the different data stored in the UDR is not to be standardized.

23.501 citation from clause 6.2.7
6.2.7
UDM

The Unified Data Management (UDM) includes support for the following functionality:

-
Generation of 3GPP AKA Authentication Credentials.

-
User Identification Handling (e.g. storage and management of SUPI for each subscriber in the 5G system).

-
Support of de-concealment of privacy-protected subscription identifier (SUCI).

-
Access authorization based on subscription data (e.g. roaming restrictions).

-
UE's Serving NF Registration Management (e.g. storing serving AMF for UE, storing serving SMF for UE's PDU Session).

-    Support to service/session continuity e.g. by keeping SMF/DNN assignment of ongoing sessions.

-
MT-SMS delivery support.

-
Lawful Intercept Functionality (especially in outbound roaming case where UDM is the only point of contact for LI).

-
Subscription management.

-
SMS management.

-
5GLAN group management handling.

-
Support of external parameter provisioning (Expected UE Behaviour parameters or Network Configuration parameters).

To provide this functionality, the UDM uses subscription data (including authentication data) that may be stored in UDR, in which case a UDM implements the application logic and does not require an internal user data storage and then several different UDMs may serve the same user in different transactions.
NOTE 1:
The interaction between UDM and HSS is implementation specific.

NOTE 2:
The UDM is located in the HPLMN of the subscribers it serves, and access the information of the UDR located in the same PLMN.

23.501 citation from clause 6.2.11
6.2.11
UDR

The Unified Data Repository (UDR) supports the following functionality:

-
Storage and retrieval of subscription data by the UDM.
-
Storage and retrieval of policy data by the PCF.
-
Storage and retrieval of structured data for exposure.

-
Application data (including Packet Flow Descriptions (PFDs) for application detection, AF request information for multiple UEs, 5GLAN group information for 5GLAN management).

The Unified Data Repository is located in the same PLMN as the NF service consumers storing in and retrieving data from it using Nudr. Nudr is an intra-PLMN interface.
NOTE 1:
Deployments can choose to collocate UDR with UDSF.

29.505 part of the table on subscription data (from Table 5.2.1-1: Resources and methods overview)
	AuthenticationSubscriptionData
	/subscription-data/{ueId}/authentication-data/authentication-subscription
	GET
	Retrieve a UE's authentication subscription data

	
	
	PATCH
	Update a UE's authentication subscription data

Updates shall be limited to the sequenceNumber attribute. Attempts to patch any other attribute shall be rejected by the UDR.


29.505 definition of the resource authentication subscription
5.2.2
Resource: AuthenticationSubscription
5.2.2.1
Description

This resource is modelled with the Document resource archetype (see subclause C.1 of 3GPP TS 29.501 [7]).

5.2.2.2
Resource Definition

Resource URI: {apiRoot}/nudr-dr/v2/subscription-data/{ueId}/authentication-data/authentication-subscription
This resource shall support the resource URI variables defined in table 5.2.2.2-1.

Table 5.2.2.2-1: Resource URI variables for this resource
	Name
	Definition

	apiRoot
	See 3GPP TS 29.504 [2] subclause 6.1.1

	ueId
	Represents the Subscription Identifier SUPI (see 3GPP TS 23.501 [4] clause 5.9.2) 

pattern: "^(imsi-[0-9]{5,15}|nai-.+|.+)$"


5.2.2.3
Resource Standard Methods

5.2.2.3.1
GET
This method shall support the URI query parameters specified in table 5.2.2.3.1-1.

Table 5.2.2.3.1-1: URI query parameters supported by the GET method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	supported-features
	SupportedFeatures
	O
	0..1
	see 3GPP TS 29.500 [8] subclause 6.6


This method shall support the request data structures specified in table 5.2.2.3.1-2 and the response data structures and response codes specified in table 5.2.2.3.1-3.

Table 5.2.2.3.1-2: Data structures supported by the GET Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	n/a
	
	
	


Table 5.2.2.3.1-3: Data structures supported by the GET Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	AuthenticationSubscription
	M
	1
	200 OK
	Upon success, a response body containing the AuthenticationSubscription shall be returned.

	NOTE:
In addition common data structures as listed in table 5.5-1 are supported.


5.2.2.3.2
PATCH
This method is used to modify the authentication data of UE in the UDR.
This method shall support the URI query parameters specified in table 5.2.2.3.2-1.

Table 5.2.2.3.2-1: URI query parameters supported by the PATCH method on this resource 
	Name
	Data type
	P
	Cardinality
	Description

	n/a
	
	
	
	


This method shall support the request data structures specified in table 5.2.2.3.2-2 and the response data structures and response codes specified in table 5.2.2.3.2-3.

Table 5.2.2.3.2-2: Data structures supported by the PATCH Request Body on this resource 

	Data type
	P
	Cardinality
	Description

	array(PatchItem)
	M
	1..N
	Contains the delta data to the authentication subscription of a UE


Table 5.2.2.3.2-3: Data structures supported by the PATCH Response Body on this resource

	Data type
	P
	Cardinality
	Response

codes
	Description

	n/a
	
	
	204 No Content
	Upon successful modification there is no body in the response message.

	ProblemDetails
	M
	1
	403 Forbidden
	One or more attributes are not allowed to be modified according to e.g. policy or local configuration. 
The invalidParams attribute shall contain the JSON pointers of attributes which are not allowed to be modified. 
The cause attribute shall be set to "MODIFY_NOT_ALLOWED", see 3GPP TS 29.500 [8] table 5.2.7.2-1.

	NOTE:
In addition common data structures as listed in table 5.5-1 are supported.


29.505 subscriber data specific data types
Table 5.4.1-1: Nudr Subscriber Data specific Data Types

	Data type
	Section defined
	Description

	AuthenticationSubscription
	5.4.2.2
	A UE's authentication data

	OperatorSpecificDataContainer
	5.4.2.3
	Container for operator specific data

	SmfRegList
	5.4.2.4
	The list of all the SMF registrations of a UE

	SubscriptionDataSubscriptions
	5.4.2.5
	A subscription to notifications.

	DataChangeNotify
	5.4.2.6
	Container for data which have changed and notification was requested when changed.

	IdentityData
	5.4.2.7
	Identity data corresponds to the provided ueId

	ProvisionedDataSets
	5.4.2.8
	

	SorData
	5.4.2.9
	Used to store the status of the latest SOR data update

	AmfSubscriptionInfo
	5.4.2.19
	Information the UDR stores and retrieves related to active subscriptions at the AMF(s)

	EeProfileData
	5.4.2.20
	Event Exposure Profile Data

	SharedAuthenticationSubscription
	5.4.2.21
	Collection of authenticationdata subscriptions

	ContextDataSets
	5.4.2.22
	

	DataSetName
	5.4.3.4
	

	ConextDataSetName
	5.4.3.6
	

	UeUpdateStatus
	5.4.3.9
	


29.505 Definition of type AuthenticationSubscription
5.4.2.2
Type: AuthenticationSubscription 
Table 5.4.2.2-1: Definition of type AuthenticationSubscription
	Attribute name
	Data type
	P
	Cardinality
	Description

	authenticationMethod
	AuthMethod
	M
	1
	String containing the Authentication Method (
"5G_AKA" , "EAP_AKA_PRIME, "EAP_TLS"...)."

	encPermanentKey
	string
	C
	0..1
	The encrypted value (hexstring) of the permanent authentication key (K) (see 3GPP TS 33.501 [9]).

It shall be present if the authentication method is "5G_AKA" or "EAP_AKA_PRIME".

	protectionParamId
	string
	M
	1
	Identifies a parameter set securely stored in the UDM(ARPF) that can be used to decrypt the encPermanentKey (and encOpcKey or encTopcKey if present). Values and their meaning are HPLMN-operator specific.

	sequenceNumber
	SequenceNumber
	M
	1
	String containing the SQN as defined in 3GPP TS 33.102 [10].

	authenticationManagementField
	string
	M
	1
	Hexstring containing the Authentication management field as defined in 3GPP TS 33.501 [9].

Pattern: '^[A-Fa-f0-9]{4}$'

	algorithmId
	string
	M
	1
	Identifies a parameter set securely stored in the UDM(ARPF) that provides details on the algorithm and parameters used to generate authentication vectors. Values and their meaning are HPLMN-operator specific.

	encOpcKey
	string
	O
	0..1
	Hexstring of the encrypted OPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from OP and K.

	encTopcKey
	string
	O
	0..1
	Hexstring of the encrypted TOPC Key.

Presence indicates that the provided value (decrypted) shall be used instead of the value derived from TOP and K.


TS23.335 (clause 4.2.3) on required encryption of the permanent key if stored in a UDR or transfered
Ud reference point shall make use of Network Domain Security (3GPP TS 33.210 [7]) where applicable. For applications requiring sensitive data to be transferred over Ud (e.g. permanent authentication keys), encryption shall be required when storing these data in the UDR and transferring it over Ud.
The Application FEs managing these data shall support common algorithm(s) and key(s) for encryption/decryption.

NOTE:
Given that different FEs (e.g. HLR/AuC) belonging to the same cluster can serve the same user, the encryption algorithm and key must be known by all FEs serving a given user. The key is not subscriber-specific.

4
Detailed proposal

Take this information into account, when discussing LS and related Nokia CRs.
