3GPP TSG-SA WG3 Meeting #95Bis 
S3-191963
Sapporo(Japan), 24-28 June 2019













revision of S3-19xabc
Source:
Gemalto
Title:
33.846:  solution for anchor keys security
Document for:
Approval

Agenda Item:
8.19
1
Decision/action requested

Addition of solution for anchor keys security in 3GPP TR 33.846
2
References

[1]
3GPP TR 33.846 v0.1.0 on authentication enhancements in 5G System.
3
Rationale

Several contributions related to "Anchor keys security" of TR 33.846 [1] were provided for SA3#95 Reno meeting, but not treated due to time constraints. Contributions from Ericssan and Huawei described "key issues on anchor keys security", and proposed companion solutions for clause 6.1 "Solutions for anchor keys security".
Based on the assumption that "key issue on anchor keys" security will be approved during Sapporo SA3#95Bis meeting, this contribution proposes a solution for clause 6.1 "Solutions for anchor keys security".
The purpose of this solution is to use a dynamic key as authentication key of the AKA-based authentication procedures. A new key, called key KSRT, is derived from the authentication key K and is used as authentication key for EAP-AKA’ or 5G AKA authentication procedures. Consequently, the security of the anchor keys resulting from the authentication procedure with the authentication key KSRT is reinforced. 

The solution relies on the use of a Secure Registration Token (SRT), which is a random value:
· The SRT is a random generated in the USIM. 
· The SRT is concealed with the Home Network Public Key, which is a public key stored in the USIM and used to conceal the SUPI.
· The concealed SRT is sent to the home network within the SUCI.
· The SRT is deconcealed by the SIDF in the Home Network.
· The SRT is not stored in the personalisation center.
· The SRT in clear is used only in the USIM and in the UDM/ARPF to derive the key KSRT from the subscription key K. The key length of the key KSRT is the same than the key length of the key K. The key KSRT is used as authentication key for the AKA-based authentication procedure instead of the key authentication key K. 
· Each new registration request containing the SUCI has a fresh SRT value. 

In case of leakage of the key K, it would be nearly impossible that an attacker could simultaneously know the key K and get access to the current SRT value that would enable an attacker to derive the key KSRT. 

Consequently, the security of the anchor keys resulting from the authentication procedure is reinforced due to the use of the key KSRT. 

The solution does not require any change in the AUSF, AMF, SEAF. So, there is no impact on the visited network. 
The solution is designed to leave the choice of support and use of SRT mechanism to the home operator. The use of the solution depends on the subscription information in the home network and the operator configuration in the USIM. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.846 [1].

   *** START of CHANGE ***

6.1
Solutions for anchor keys security

6.1.Y
Solution #1.Y:  KSRT
6.1.Y.1
Introduction

Editor’s Note: Each solution should list the key issues being addressed.
The purpose of this solution is to use a dynamic key as authentication key of the AKA-based authentication procedures. A new key, called key KSRT, is derived fromt the authentication key K and is used as authentication key for EAP-AKA’ or 5G AKA authentication procedures. Consequently, the security of the anchor keys resulting from the authentication procedure with the authentication key KSRT is reinforced. 

6.1.Y.2
Solution details
The solution relies on the use of a Secure Registration Token (SRT), which is a random value:

· The SRT is a random generated in the USIM. 

· The SRT is concealed with the Home Network Public Key, which is a public key stored in the USIM and used to conceal the SUPI.

· The concealed SRT is sent to the home network within the SUCI.

· The SRT is deconcealed by the SIDF in the Home Network.

· The SRT is not stored in the personalisation center.

· The SRT in clear is used only in the USIM and in the UDM/ARPF to derive the key KSRT from the subscription key K. The key length of the key KSRT is the same than the key length of the key K. The key KSRT is used as authentication key for the AKA-based authentication procedure instead of the key authentication key K. 

· Each new registration request containing the SUCI has a fresh SRT value. 

In case of leakage of the key K, it would be nearly impossible that an attacker could simultaneously know the key K and get access to the current SRT value that would enable an attacker to derive the key KSRT. 

Consequently, the security of the anchor keys resulting from the authentication procedure is reinforced due to the use of the key KSRT. 

The procedure to replace the long term key K works as follows:

[image: image1]
1. In the UE

The USIM generates a Secure Registration Token,

The SUCI is calculated with SRT value concealed with the Home Network Public Key,

The USIM derivates the key KSRT from the long term key K and the SRT value in clear thanks to a Key Derivation Function. 

2. The UE sends the registration request with SUCI containing the concealed SRT.

3. In the UDM/ARPF/SIDF

The SIDF deconceals the SRT,

The UDM/ARPF derives the key KSRT from the long term key K and the SRT value thanks to a Key Derivation Function. 

4. The authentication procedure (EAP-AKA’ or 5G AKA) takes place as defined in clause 6.1.3 of 3GPP TS 33.501 with the authentication key KSRT instead of the authentication key K. 

The solution does not require any change in the AUSF, AMF, SEAF. So, there is no impact on the visited network.

The solution is designed to leave the choice of support and use of SRT mechanism to the home operator. The use of the solution depends on the subscription information in the home network and the operator configuration in the USIM. 
6.1.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*** END of CHANGE ***
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4- Authentication procedure with authentication key KSRT 
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