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	Reason for change:
	3GPP TSG-SA asked SA3 in Liaison Statement SP-190581 to take into account the deployment option where the authentication data is stored encrypted in the UDR and adequately document the security requirements to enable 1) the storage of sensitive data such as authentication credentials in the UDR and 2) the transfer of such data over the Nudr interface and 3) a stateless UDM as per SA2 requirements

	
	

	Summary of change:
	Addition of security requirements on the UDM/ARPF to enable the storage of authentication data encrypted in the UDR
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	The lack of additional requirements may lead to security flaws.
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[bookmark: _Toc11239015]5.8	Requirements on the UDM/ARPF 
[bookmark: _Toc11239016]5.8.1	Generic requirements
The long-term keys and the cryptographic parameters used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave in cleartext the secure environment of the UDM/ARPF.
The cryptographic operations that make use of the long term keys and the cryptographic parameters used for authentication and security association setup purposes shall always be executed within the secure environment of the UDM/ARPF. 
NOTE: 	As deployment options, the UDM/ARPF may contain a secure environment such as an HSM (Hardware Security Module) dedicated to UDP/ARPF use only.

