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1	Decision/action requested
This contribution proposes an evaluation text on solution #5
2	References
[1]	TR 33.825 Study on the Security for 5G URLLC	
3	Rationale
Solution #5 proposes a security mechanism for redundant data transmission using the dual connectivity architecture. 
The KI #1 has the following security requirement. 
“The system shall provide cryptographic separation for radio bearers serving redundant transmissions.”
In the last SA3 #94adhoc, it was noticed that the cryptographic separation requirement was interpreted differently by different companies.
However, the cryptographic separation requirement is justified based on the following observation:
“From security perspective, repeated user plane data transmission may introduce new security risks. Redundant transmission, where the data is duplicated at the source and sent to the destination over two different paths, may increase the security risk when the two received transmissions are not identical. Therefore, the receiver can’t know which of the transmissions is correct.”
From the above text, it is clear that cryptographic separation is required between the bearers that carry the same data but in different paths (i.e., MN terminated bearer and SN terminated bearer if the Dual connectivity is used) for reliable data transmission.
In the Dual connectivity architecture in TS 33.501, MN terminated bearers are protected using the AS keys derived from KgNB and SN terminated bearers are protected using the AS keys derived from KSN. This means the cryptographic separation for radio bearers serving redundant data transmission is automatically satisfied by the dual connectivity architecture. 
The solution #5 attempts to achieve the same goal by deriving new keys from KUR – which is derived from KgNB and PDU session parameters as additional input parameters to KDF. This apparently achieves the cryptographic key separation between MN terminated bearers and SN terminated bearers for the redundant data transmission. However, to address the issue of using the same AS root key at MN and SN (KUR), this solution introduces new random parameters in deriving AS keys both at the MN and SN. This, in effect, mimics the existing key separation scheme between MN and SN in DC at a different level of AS key hierarchy (i.e., algorithm key derivation as opposed to AS root key derivation). This unnecessarily adds key handling complexity to the existing DC security architecture, with no security gain.
The solution introduced a new key KUR that is common for MN and SN. When SN change happens, either KUR should be refreshed by the MN or new random parameters need to be negotiated between UE and MN for key separation between the old SN and the new SN. Note that in this solution, a new key derivation and management needs to be performed during the SN change, in addition to/independently of the existing key derivation in the DC security procedure. 
The solution can provide key separation between URLLC PDU sessions and non-URLLC PDU sessions. However, it does not seem to be required nor does it enhance security. For example, when a SN is compromised by an attacker, it is reasonable to assume that both KSN and KUR can be revealed to the attacker. In such case, key separation between URLLC PDU sessions and non-URLLC PDU sessions cannot be justified. Providing such separation also incurs the cost of the UE and MN/SN having to manage more keys for no security gain.

4	Detailed proposal
It is proposed that SA3 approve the below pCR for inclusion in the TR 33.825 [1].

***** START OF FIRST CHANGES *****
[bookmark: _Toc3566282]6.5.3	Evaluation
The solution fulfils the cryptographic separation requirement of KI #1. Moreover, the solution fulfils the confidential protection and integrity protection for radio bears of redundant transmission requirement of KI #2.
Editor’s note: More justification for not using KSN for URLLC service is required.
In the Dual connectivity architecture in TS 33.501, MN terminated bearers are protected using the AS keys derived from KgNB and SN terminated bearers are protected using the AS keys derived from KSN. This means the cryptographic separation for radio bearers serving redundant data transmission is automatically satisfied by the dual connectivity architecture. 
The solution #5 attempts to achieve the same goal by deriving new keys from KUR – which is derived from KgNB and PDU session parameters as additional input parameters to KDF. This apparently achieves the cryptographic key separation between MN terminated bearers and SN terminated bearers for the redundant data transmission. However, to address the issue of using the same AS root key at MN and SN (KUR), this solution introduces new random parameters in deriving AS keys both at the MN and SN. This, in effect, mimics the existing key separation scheme between MN and SN in DC at a different level of AS key hierarchy (i.e., algorithm key derivation as opposed to AS root key derivation). This unnecessarily adds key handling complexity to the existing DC security architecture, with no security gain.
The solution introduced a new key KUR that is common for MN and SN. When SN change happens, either KUR should be refreshed by the MN or new random parameters need to be negotiated between UE and MN for key separation between the old SN and the new SN. Note that in this solution, a new key derivation and management needs to be performed during the SN change, in addition to/independently of the existing key derivation in the DC security procedure. 
The solution can provide key separation between URLLC PDU sessions and non-URLLC PDU sessions. However, it does not seem to be required nor does it enhance security. For example, when a SN is compromised by an attacker, it is reasonable to assume that both KSN and KUR can be revealed to the attacker. In such case, key separation between URLLC PDU sessions and non-URLLC PDU sessions cannot be justified. Providing such separation also incurs the cost of the UE and MN/SN having to manage more keys for no security gain.

***** END OF FIRST CHANGES *****
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