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1
Decision/action requested

This pCR proposes a solution for study item on security for 5GS enhanced support of Vertical and LAN Services (TR 33.819).
2
References
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3
Rationale

This solution addresses the second requirement in KI #x, which reads as: “The 5G system shall support the security in Multiple NPN credential storage and the correct selection of credentials”. It is proposed to use a similar mechanism to IOPS for this purpose so that the credential management can be eased and robustness can be achieved.
4
Detailed proposal

*** START OF CHANGE ***
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6.y
Solution #x: Separation of Multiple NPN credentials

6.y.1
Introduction

This solution addresses KI #X, Separation and storage of multiple NPN credentials.

One UE may be subscribed to access one or more NPNs. The subscription related data may be stored in a USIM application in a UICC or an embedded UICC (eUICC). It is assumed that the MNO manages the credentials of both the PLMN and the NPN if the PLMN provides the NPN. In this case, for the separation of credentials between PLMN and NPN access, it is proposed to use a similar mechanism with IOPS for this purpose for the separation of credentials for NPN.

6.y.2
Solution details 

6.y.2.1
Security in credential storage at the Non-public Network

The ME has limited space to store physical UICC cards, and each UICC contains credential for access to a particular PLMN, or possibly credential to access one or more NPN(s) if it is / they are provided by the same PLMN. Credentials for the NPN provided by another PLMN or standalone NPN may be stored in another UICC or eUICC in the ME. 

If an NPN is provided by the PLMN, then a new secret key (K') can be derived from the secret key K in the UDM and the UE, such as:

K' = KDF (K, NPN ID)

Where the KDF is a cryptographic hash function such as a HMAC-SHA256 as defined in TS 33.220 [x] Annex B, and the NPN ID is the identifier of the NPN which may be broadcast over the air. Using this derived K', the access to PLMN and NPN can be separated. This is a re-use of the same concept as key separation under IOPS in TS 33.401 [2], A.17 (i.e. derivation of K_n). The UDM may be populated with this derived credential on demand or in advance. 
6.y.3
Solution Evaluation

This solution fulfils the requirement in KI #x for security in credential storage at the Non-public Networks. The credentials for the NPN can be provided by another PLMN or standalone NPN may stored in another UICC or eUICC in the ME. 

The key K' derived from the secret key K to access NPN provides the cryptographic separation between the credentials among PLMN and NPN.  So by deriving the key K', this solution fulfils the selection of appropriate home network public key for privacy prupose. The advantage of this derivation is that it is re-using the same concept as key separation under IOPS in TS 33.401 [2]. 
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