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1
Decision/action requested

This contribution proposes a solution for KI#1 to protect RRC Reject message to TR33.809.
2
References

3
Rationale





This solution addresses the key issues #1 “Security of unprotected unicast messages” for RRC Reject message protection. 

The RRC Reject message will be sent on SRB0 without integrity protection, if the RAN is not able to handle the procedure, e.g. due to congestion. The RRC Reject message includes the IE Wait Time, the UE will not try to access the network again until the Wait Time is expired. For IoT UEs, the Wait Time is an extendedWaiTime, which can be 30 minutes. Thus, a forged RRC Reject message which includes a big value of Wait Time will prevent the UE from accessing to the network for a long time. If the attacker continuously sends the forged RRC Reject message with the long Wait Time, there will be a DoS attack to the UE. 

However, if the Wait time is less than a specific threshold value, e.g. 16s, it is not a big issue, since the attacker needs to trigger an active MiTM attack to launch the same attack as mentioned above again and again which is not economic to the attacker. 

Thus, the solution proposes to integrity protect the Wait Time according to the value of the Wait Time. If the network wants to reject the UE with a Wait time greater than the specific threshold value, the network shall integrity protect the Wait Time, and the UE will only accept the value after verifying the integrity protection. Otherwise, the UE shall only wait for the specific threshold value no matter what Wait Time indicates. The solution has no backward compatibility issue, and adapts with both RRC_IDLE and RRC_INACTIVE case.
4
Detailed proposal

*************** Start of Change #1****************
[XX] 3GPP TS 36.331: " E-UTRA; Radio Resource Control (RRC); Protocol specification".
*************** End of Change #1****************
*************** Start of Change #2****************
6.Y Solution Y: Protection of RRC Reject Message

6.Y.1
Introduction 

This solution addresses the key issues #1 “Security of unprotected unicast messages” for RRC Reject message protection. The solution provides a means to ensure that a UE is able to determine the authenticity of the RRC Reject message from the gNB regardless of RRC states.

The RRC Reject message is sent on SRB0 without integrity protection, if the RAN is not able to handle the procedure, e.g. due to congestion. The RRC Reject message includes the IE Wait Time, the UE will deny the access until the Wait Time is expired. For IoT UEs, the Wait Time is extendedWaiTime, which can be 30 minute [xx]. Thus, a forged RRC Reject message which includes a long value of Wait Time will be a DoS attack to the UE, because once the attacker sends the forged message to the UE, the UE will be in a non-service state for a long time. The attacker does not need to trigger an active MiTM attack.

However, if the Wait time does not exceed a specific threshold value, e.g. 16s, it is not a big issue, since the attacker needs to trigger an active MiTM attack to make the same threat as mentioned above which may be detected by the operator. 

EN: how to determine and configure the threshold value is FFS.
Thus, the solution proposes to integrity protect the Wait Time according to the value of the Wait Time. If the network wants to reject the UE with a Wait time greater than the specific threshold value (eg.16s), the network shall integrity protect the Wait Time, and the UE will only accept the value after verifying the integrity protection. Otherwise, the UE shall only wait with the specific threshold value no matter what Wait Time indicates. The solution has no backward compatibility issue, and adapts with both RRC_IDLE and RRC_INACTIVE case.
6.Y.2
Solution Details

6.Y.2.1
Protection of RRC Reject Message in RRC_IDLE state

UE in RRC_IDLE state may send RRC Setup Request message to the RAN to establish RRC connection. When the RAN wants to reject the UE when receiving RRC Setup Request, the RAN shall not set the Wait Time greater than a specific threshold value because the RAN has no AS context for this UE.

When the UE receives RRC Reject with a Wait Time, and the Wait Time is less than the specific threshold value (eg.16s), the UE shall directly use the value to deny the access. But when the Wait Time is greater than the specific threshold value, the UE shall check whether there is a RejectMAC-I. If not, the UE shall deny the access for the Wait Time of the specific threshold value. However, if the RejectMAC-I is included, the UE shall verify the RejectMAC-I as described in 6.Y.2.2.
6.Y.2.2
Protection of RRC Reject Message in RRC_INACTIVE state
UE in RRC_INACTIVE state may send RRC Resume Request message to the RAN to establish RRC connection. When the RAN wants to reject the UE when receiving RRC Resume Request, but the RAN has no AS security context locally, which means the RAN will not fetch AS security context from the initial RAN, the RAN shall not set the Wait Time greater than a specific threshold value. However, when the RAN has the AS security context locally, the RAN could set the Wait Time greater than the specific threshold value, and the target RAN shall include the Wait Time and RejectMAC-I in the RRC Reject message.

NOTE 1:
 If the RAN is busy, the RAN may not fetch UE context from the initial RAN, because it may involve additional Xn signalling overhead. So, for mobility case, the RAN treat it as the RAN has no AS security context.

The RAN shall calculate the RejectMAC-I as similar as calculation in clause 6.2.2 with a new input: target C-RNTI. The target C-RNTI is a freshness parameter and it changes even UE access the same target cell. So the RRC Reject message cannot be replayed.
On receiving the RRC Reject message from the target RAN, the UE shall process as described in 6.Y.2.1. If the wait tine is greater than the specific threshold value, the UE shall verify the RejectMAC-I. . If it is successful, then the UE shall deny the access until the Wait Time is expired. If the RejectMAC-I check fails, then the UE shall deny the access for the Wait Time of the specific threshold value.

6.Y.3
Evaluation 

The solution address key issue #1“Security of unprotected unicast messages” for RRC Reject message protection. The solution is applicable for IoT UE or future release UE with long wait time setting.
In this solution, RRC Reject message is only integrity protected when the RAN has UE AS security context locally and the RAN wants to reject the UE exceed a specific threshold value, which means RRC Reject message will not be integrity protected when the UE is in IDLE, or when the UE moves to a new RAN in INACTIVE. 

That is because RRC Reject message is usually used to handle UE congestion case, the solution tries to involve minimal computation overhead to protect the UE from being DoS rather than involving big Xn communication overload to fetch UE AS security context. Thus, the solution is a balance between overload and security.
*************** End of Change #2****************
