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References

1. TR 33. 815 for PARLOS
3
Discussion
An Emergency call like call solution using NULL encryption for PARLOS was not agreed in the last SA3 on the grounds that, this solution could be miused anywhere in the world by a false base station. The argument was a false base station could broadcast a PLMN ID belonging to a country where PARLOS calls are mandated and trick the UE in to making a PARLOS call. 

A wayforward and solution to this scenario is proposed by mandating the invocation of a PARLOS call by selecting the country and the network through appropriate user interface.  The UE may choose to warn or restrict the RLOS calls to only countries where it is permitted by law.
4
Detailed proposal

************************************************** Start of Change *********************

7.2
Solution #2 AS and NAS security based on the emergency call procedures

7.2.1
Introduction

This solution addresses the AS and NAS requirements of the key issue #1 “Establishing temporary security for PARLOS session” and key issue #2 “Support for Unauthenticated UEs access to RLOS using EPC”.

The solution uses the emergency call procedures to enable the ME to establish a connection to the RLOS server.  

7.2.2
Solution details

The solution proposes that a RLOS call is treated similar to an unauthenticated emergency call with the following difference:

- The UE initiates an RLOS call using an appropriate user interface, by which he chooses or aware of the country and network he is making the call. The UE may choose to warn or restrict the RLOS calls to only countries where it is permitted by law.
The UE indicates that it wishes to make a RLOS call rather than an emergency call in the NAS signalling to the network and will only accept a RLOS call when it has initiated the call.
- The network that supports an establishment of the RLOS session connects the UE to the RLOS server rather than making a connection to the emergency service infrastructure.

Just like in an unauthenticated emergency call, the NULL ciphering and NULL integrity algorithms will be chosen as no keys are shared between the ME and network. This means that there is no protection of the user plane or signalling of the RLOS call with this solution.  

It is assumed that there will be some application layer security between the ME and RLOS server.

In terms of protecting the network against DoS attack, the network could deploy similar mechanism as the one used to protect against DoS attacks with unauthenticated emergency calls, e.g. dedicated MMEs or limiting the number of simultaneous calls.

7.2.3
Evaluation

This solution addresses key issue #1 by establishing security contexts using the NULL algorithms and hence there is no protection of the traffic over the air at the network layer. This solution has little implementation impact as such a solution is already supported on UE and in the network (where regulatory requirements mandate the support of unauthenticated emergency calls). RLOS calls using this solution is already deployed in some countries, where it is mandated to support.
The establishment of a RLOS call is always initiated by an appropriate user interface in the UE. The user selects or is aware of the country and the network while initiating the RLOS call. The UE may warn or restrict the RLOS call in countries where it is not required to support. This means that an attacker can not use the 3GPP network signalling alone to force the UE to establish a UE into an RLOS call. 

Editor’s Note: The evaluation of ability of the user to identify the trust of the PARLOS network is missing and needs to be provided
Application layer security for RLOS is always possible but depends on the implementation of the service. The standardization of such application layer security for RLOS service is outside the scope of 3GPP. Due to the lack of such standardized mechanism, the security of RLOS service can not be ensured.

The solution addresses key issue #2 by using existing techniques on the network to prevent DoS attacks (such techniques needs to deal with cases of unprotected connections to the 3GPP network where the regulatory requirements mandate the support of unauthenticated emergency calls). 

********************************************* End of Change ************************

