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1
Decision/action requested

SA3 is kindly requested to accept this proposed change.
2
References

NA
3
Rationale





This contribution adds a missing reference to Chapter 2 of TR 33.814
4
Detailed proposal

**************** Start of Change *****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[3]
3GPP TR 22.872: "Study on positioning use cases".

[4]
3GPP TR 23.731: "Study on Enhancement to the 5GC LoCation Services".
[5]
3GPP TS 38.305: "NG Radio Access Network (NG-RAN); Stage 2 functional specification of User Equipment (UE) positioning in NG-RAN".
[6]
3GPP TS 23.273: "5G System Location Services".
[XX]                    3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
**************** Next Change *****************

6.1.1
Introduction

This solution addresses following key issues:

1)
Key issue #1: Security and privacy in Bluetooth positioning.

Location services (LCS) in 3GPP system include the Bluetooth positioning method in which the UE position is estimated with the knowledge of geographical coordinate of "reference" Bluetooth beacons in serving network. The 3GPP TS 38.305 [5] is referred for further details. They sufficiently address privacy of UE's user by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. However, there is no way instruct the UE to "not" report everything they see in the neighbourhood. Doing so is necessary to respect the privacy of neighbouring UE's users, and to avoid potential issues like "mass surveillance". Nevertheless, it should also be considered that one of the main use cases of LCS is locating UE during emergency and failure to locate the UE could prove fatal to the health or life of the UE's user. Depending upon regulations, privacy of neighbouring Bluetooth devices may be considered comparatively less important than saving life of the user. Depending upon regulations, it might even be the obligation of neighbouring Bluetooth devices to assist in locating the concerned UE. It could also be the case that there are some users who have opted-in so that their Bluetooth devices could be reported to the network.

To strike a balance between "collect everything" and "collect nothing", this solution proposes a supervision mechanism so that the network can carefully limit the information reported by the UE and tweak the limit according to regulation or network policy. Mind that in MDT (minimization of drive tests) the network can configure the UE with a "whitelist" so that UE only measures the neighbouring Bluetooth devices whose "names" are included in the whitelist. See "BT-NameList" in 3GPP TS 36.331 [XX]. 

There are 2 positioning modes that are supported in Bluetooth positioning method, namely (a) standalone, (b) UE-assisted. Among those, it is only in the UE-assisted positioning mode (b) that the UE sends measurements to the network and therefore it is the only mode that needs a supervision mechanism. A short summary follows:
-
in the standalone positioning mode (a), the UE itself does the computation of location estimate. Bluetooth measurements around the UE are not sent from UE to the network.
-
in the UE-assisted positioning mode (b), the UE does not get assistance data from network and the network does the computation of location estimate. Bluetooth measurements around the UE are sent from UE to the network.

**************** Next Change *****************

6.3.1
Introduction

This solution addresses following key issues:

(1)
Key issue #3: Security and privacy in WLAN positioning.

Location services (LCS) in 3GPP system include the WLAN positioning method in which the UE position is estimated with the knowledge of geographical coordinates of "reference" WLAN access points in serving network. The 3GPP TS 38.305 [5] is referred for further details. They sufficiently address privacy of UE's user by providing mechanisms for the user's consent processing, and confidentiality/integrity protection of messages. However, there is no way instruct the UE to "not" report everything they see in the neighbourhood. Doing so is necessary to respect the privacy of neighbouring UE's users, and to avoid potential issues like "mass surveillance". Nevertheless, it should also be considered that one of the main use cases of LCS is locating UE during emergency and failure to locate the UE could prove fatal to the health or life of the UE's user. Depending upon regulations, privacy of neighbouring WLAN devices may be considered comparatively less important than saving life of the user. Depending upon regulations, it might even be the obligation of neighbouring WLAN devices to assist in locating the concerned UE. It could also be the case that there are some users who have opted-in so that their WLAN devices could be reported to the network.

To strike a balance between "collect everything" and "collect nothing", this solution proposes a supervision mechanism so that the network can carefully limit the information reported by the UE and tweak the limit according to regulation or network policy. Mind that in MDT (minimization of drive tests) the network can configure the UE with a "whitelist" so that UE only measures the neighbouring WLAN devices whose "names" are included in the whitelist. See "WLAN-NameList" in 3GPP TS 36.331 [XX]. 

There are 3 positioning modes that are supported in WLAN positioning method, namely (a) standalone, (b) UE-based, and (c) UE-assisted. Among those, it is only in the UE-assisted positioning mode (c) that the UE sends measurements to the network and therefore it is the only mode that needs a supervision mechanism. A short summary follows:

-
in the standalone positioning mode (a), the UE itself does the computation of location estimate. WLAN measurements around the UE are not sent from UE to the network. 

-
in the UE-based positioning mode (b), it is again the UE that itself does the computation of location estimate. Difference from the standalone positioning mode being that the UE uses assistance data from the network. Nevertheless, WLAN measurements around the UE are not sent from UE to the network. 

-
in the UE-assisted positioning mode (c), the UE optionally gets assistance data from network and the network does the computation of location estimate. WLAN measurements around the UE are sent from UE to the network.

*************** End of Change ***************
