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1
Decision/action requested

This contribution proposes updates to the SRVCC from 5G to UTRAN CS draft CR
2
References

[1]
S3-191648 draft CR 
3
Rationale

The draft CR for SRVCC from 5G to UTRAN has several editor’s note and needed corrections. This contribution proposes to resolve the editor’s notes and makes some corrections to the text of the draft CR (see below changes to the draft CR). Several other changes are need to other specifications to align with these changes and these are covered in companion contributions as noted. The following changes to the draft CR are proposed:
1. The name of K'ASME is changed to KASME_SRVCC and the associated part of the editor’s note is deleted.
2. A new FC values was agreed to be used. For this change a new KDF was added to Annex A and the related text and editor’s note changed or deleted as appropriate. A companion contribution (S3-191904) contains a CR to TS 33.220 to assign a new FC value. 

3. In SRVCC from 4G to UTRAN, the LSB of the downlink NAS COUNT are provided to the eNB and then onto the UE. The current text proposes that the downlink NAS COUNT is provided to the MSC server, but this requires MSC server changes from 4G to UTRAN CS SRVCC and hence it is proposed to send the downlink NAS COUNT used in KASME_SRVCC derivation to the gNB. Also, the security parameters in step 4 that are referred to in steps 6, 7 and 8 are not sent to the UE so this text is removed.
4. The derivation in Annex A.12 of TS 44.401 requires a downlink NAS COUNT. The value of this downlink NAS COUNT is not defined and hence it proposed it is set to zero as this is in effect a new (but temporary) security context). Strictly there is no need for a cryptographic key derivation here, but it is kept to align with the current procedures. The two-step derivation of the keys in the UE in step 8 is clarified. A companion contribution (S3-191905) proposes a CR to TS 33.401 to note the use of KASME_SRVCC in this KDF. NAS downlink COUNT increased by one to avoid deriving the same keys twice. The part of the editor’s not relating to NAS COUNT handling is deleted.

5. KSISRVCC, CKSRVCC and IKSRVCC are not defined in TS 33.401 and hence there seems to be no need to define them here. The editor’s note referring to this is deleted.
6. Some language is made normative where appropriate.

7. The WID needs to be updated to reflect the other affected specifications. A companion contribution (S3-191906) does this. 

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in the draft CR [1].
**** START OF CHANGES ****
A.Y
KAMF to KASME_SRVCC derivation for interworking

This input string is used when there is a need to derive KASME_SRVCC from KAMF during SRVCC from 5G to UTRAN CS. The following input parameters shall be used.

-
FC = 0x7D
-
P0 = NAS Downlink COUNT value

-
L0 = length of NAS Downlink COUNT value (i.e. 0x00 0x04)

The input key KEY shall be KAMF.

**** NEXT CHANGE ****

X.1.2
Procedure

As described in TS 23.216[x], there is no direct interface between the AMF in 5G and the MSC in UTRAN to support SRVCC, so the keys used to protect the SRVCC session once the UE is handed over to UTRAN are derived by MME based on security context mapping from 5G to E-UTRAN and then forwarded to the MSC during the HO procedure.

The procedure is initiated when the gNB wants to trigger a 5G SRVCC handover to UTRAN.
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Figure X.1.1: Key derivation of 5G SRVCC from NR to UTRAN 

1. The gNB sends Handover required message to the AMF.

2. The AMF shall derive a new KASME_SRVCC key using the KAMF key and the current downlink 5G NAS COUNT of the current 5G security context as described in clause A.Y .  The AMF increases the downlink 5G NAS CONT by one. 


3. The AMF shall assign the value of ngKSI to the eKSI (maps ngKSI to eKSI) and shall transfer the new KASME_SRVCC  key and the UE security capability to the MME_SRVCC via Forward relocation request message.

4. The MME_SRVCC shall derive the CKSRVCC, IKSRVCC based on the new KASME_SRVCC key as in  clause A.12 in TS 33.401 [10] using a downlink NAS COUNT of zero. Then the MME_SRVCC assigns the value of eKSI to KSISRVCC (maps eKSI to KSISRVCC) and transfers CKSRVCC, IKSRVCC with KSISRVCC and the UE security capability to the MSC server in PS to CS HO request message.

Editor’s Note: It is ffs to add the definition of the KSISRVCC, CKSRVCC and IKSRVCC to Clause 3.1 of the current specification.

5. The MSC server sends the PS to CS HO response message to the MME_SRVCC.

6. The MME_SRVCC sends the Forward relocation response message to the AMF.

7. The AMF sends the HO command to the gNB, in which the AMF shall include the 4 LSBs of the downlink NAS COUNT used to calculate KASME_SRVCC.
8. The gNB sends the HO command to the UE, in which the gNB shall include the 4 LSB of the downlink NAS COUNT received from the AMF. 

9. When the UE receives the message, the UE shall derive the new KASME_SRVCC key as described in Annex A.Y using the KAMF key and the downlink 5G NAS COUNT estimated from the 4 LSB received form the AMF. The UE shall further derive CKSRVCC, IKSRVCC based on the new KASME_SRVCC key as described in the clause A.12 in TS 33.401 [10] using a downlink NAS COUNT of zero. The UE shall identify  CKSRVCC and IKSRVCC from eKSI (= ngKSI) as the MME_SRVCC does.

If the SRVCC handover is not completed successfully, the new mapped CKSRVCC, IKSRVCC and KSISRVCC cannot be used. In this case, the MSC server enhanced for SRVCC shall delete the newly mapped SRVCC security context for the UE, including CKSRVCC, IKSRVCC and KSISRVCC.
**** END OF CHANGES ****
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