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	Reason for change:
	SA Plenary has ruled in SP-190581 that SA3’s proposal to CT4 to disallow the storage of the authentication data in the 5G UDR is not agreeable and must take into account the deployment option where the authentication data is stored encrypted in the 5G UDR for Release 15.



	
	

	Summary of change:
	In section 5.8.1, it should be stated that the 5G UDR shall reside in the same trust boundary of the UDM/ARPF.  Also, the secure environment should be extended from “UDM” to “UDM/ARPF”.
In Section 6.2.2.1, it should be stated that the ARPF securely retrieves the encrypted long-term key K from the 5G UDR and only the ARPF can decrypt the key K within its secure environment.
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	Other comments:
	


*** START OF CHANGES ***
5.8.1
Generic requirements

The long-term keys used for authentication and security association setup purposes shall be protected from physical attacks and shall never leave the secure environment of the UDM/ARPF.
The 5G UDR shall reside in the same trust boundary as the UDM/ARPF when the long-term keys and authentication data are securely stored in the 5G UDR for the UDM/ARPF.
*** NEXT CHANGE ***
6.2.2.1
Keys in network entities

Keys in the ARPF

The ARPF shall securely retreive the long-term key K from the authentication data securely stored in 5G UDR.  Only the ARPF shall be able to decrypt the long-term key K within its secure environment. The key K shall be 128 bits or 256 bits long. 

During an authentication and key agreement procedure, the ARPF shall derive CK' and IK' from K in case EAP-AKA' is used and derive KAUSF from K in case 5G AKA is used. The ARPF shall forward the derived keys to the AUSF. 

The ARPF holds the home network private key that is used by the SIDF to deconceal the SUCI and reconstruct the SUPI. The generation and storage of this key material is out of scope of the present document.

*** END OF CHANGES ***
