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1
Decision/action requested

SA3 is requested to approve the change proposed in this pCR
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Rationale

Rel-16 introduces Indirect communication between NFs in which the NFs communicate via an intermediary entity called Service Communication Proxy (SeCoP). The SeCoP provides message forwarding and routing to destination NF/NF service.  
TS 23.501 Annex X [3] provides deployment examples for the SCP. Two main deployment scenarios are:

a) SCP implementing (network wide) service mesh technology

b) SCP and 5GC functions as independent deployment units.

In a), the SCP is co-located with a 5GC entity such as NF, NF service instance etc. In such deployments, the interface between the SCP and the corresponding 5GC entity doesn’t need explicit protection based on TLS or NDS/IP. Security is implicit based the fact that they are physically co-located entities.

This pCR puts a NOTE in Solution #17 to clarify this aspect.
4
Detailed proposal

*** BEGIN CHANGES ***
6.17
 Solution #17: Protection of SeCoP interfaces

6.17.1
Introduction

Rel-16 introduces a new core network entity Service Communication Proxy (SeCoP), which is used to enable indirect communications between Network Functions. 
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Figure 6.17.1-1
SeCoP Interfaces

As shown above, an SeCoP has interfaces with Network functions, the NRF and peer SeCoPs within the PLMN. 

6.17.2
Solution details

The SeCoP is used in indirect communication for message forwarding and routing between various NFs. The SeCoP interfaces carry signalling data as well as privacy sensitive material and other parameters such as security keys. Therefore, confidentiality and integrity protection are required on these interfaces. Protection at the network or transport layer, as specified in Clause 13.1 in TS 33.501, applies to all SeCoP interfaces within a PLMN.

The SeCoP and the other endpoint of its interface, such as NFs including NRF and peer SeCoP, mutually authenticate each other before service layer messages can be exchanged on that interface. 

-
If the PLMN uses protection at the transport layer as described in clause 13.1 of TS 33.501, authentication provided by the transport layer protection solution shall be used for mutual authentication of the SeCoP and the other endpoint of its interface. 

-
If the PLMN does not use protection at the transport layer, mutual authentication of SeCoP and other endpoints may be implicit by NDS/IP or physical security (see clause 13.1 of TS 33.501).
NOTE: In deployments where service-mesh technology is used and SeCoP endpoints are co-located with the 5GC functionality (e.g. an NF Instance), mutual authentication between SeCoP and the 5GC entity is implicit based on physical security. Explicit protection based on TLS or NDS/IP is optional in such deployments.
Editor’s Note: It is FFS whether the SeCoP may further perform authorization of a requesting NF before granting access to its services.

6.17.3
Evaluation

The above solution addresses all requirements of key issue #20.
*** END CHANGES ***
