3GPP TSG-SA WG3 Meeting #95bis 
S3-192237
Sapporo (Japan), 24-28 June 2019

 











   revision of S3-19xabc
Source:
NTT DOCOMO
Title:
pCR to 33.815 on user awareness of PARLOS service
Document for:
Approval
Agenda Item:
8.8 Study on Security Aspects of Parlos
1
Decision/action requested

Inclusion of the following pCR to 33.815
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

[1]
3GPP TR 33.815 Study on Security Aspects of PARLOS
3
Rationale

(With bullet points, describe the reasons for the proposed action. 
The objectives of the proposal should be clearly stated. 
Rejected alternative solutions should be mentioned if this aids understanding).

(For pseudo CR, the reason for change(s) and summary of change(s) must be clearly explained.)

When using an RLOS service, the user is offered different security guarantees from regular service usage. The proposed key issue is meant to document this and the decision on this key issue. 

4
Detailed proposal

It is proposed to accept the following pCR to 33.815 [1].
++++++++++++++++++++++ Begin Change ++++++++++++++++++++
6.X
Key Issue #X: User awareness of use of PARLOS service.
6.X.1
Key issue details

When a user currently attaches to a 4G or 5G network, the user or application on the UE can rely on the serving network to be authorized by the home network. However, if network authorization were to be skipped, it could enable unauthorized networks to provide service to the user. This enables the unauthorized network to become a man in the middle to any service that is being offered. 
The user needs to be aware that different security guarantees apply, e.g. the confidentiality and integrity of the communication are not given to the same degree as in regular service usage. Furthmore, not even the serving network name can be trusted.

NOTE: Narrowband devices are not allowed to access RLOS services

6.X.2
Potential Security threats

-
If the user is not aware of the fact that he or she is using an RLOS service, or not aware of the security implications, the man in the middle could accept the PDN session attempt and has access to the complete communication.

-
RLOS service could be offered by a non-trustworthy network under a false name. This could damage the reputation of the network name.
6.X.3
Potential security requirements

User or application on the UE shall be aware of the lack of security guarantees with RLOS service. 

+++++++++++++++++++++++ End Changes ++++++++++++++++++++
