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1
Decision/action requested

It is proposed that SA3 approve the pCR.
2
References

3
Rationale

The interface between the TWIF in the trusted WLAN and the AMF in the 5GC is protected with NDS/IP or DTLS. Additional security at the NAS layer is not required for N1 messages generated by the TWIF when registering UEs that do not support NAS over WLAN, with the 5GC.
4
Detailed proposal

********BEGIN OF CHANGE********
7.3 Conclusion on KI #10
The KI #10 is to study whether NAS security is needed when registering UEs which cannot perform 5G NAS signalling over WLAN access, to establish connectivity to 5GC via a trusted WLAN access network 

The TWIF provides interworking functionality that enables connectivity with 5GC. It terminates N1, N2 and N3 interfaces and implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE.
Solution #8 proposes use of Rel-15 security protocols (NDS/IP or DTLS) for N2 and N3 interfaces between the W-5GAN in the wireline network and the AMF in the 5GC. 
This conclusion proposes to use Rel-15 security protocols (NDS/IP or DTLS) for protecting the interface between the TWIF and the AMF. Since NAS messages over N1 are transported over this secure interface, it can also be concluded that no additional security is required at the NAS layer.
********END OF CHANGE********
