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*********** START OF CHANGES

6.1.2a
Creation of the authentication vector

If UDM/ARPF is requested via UDM Nudm_UEAuthentication_Get Request to create an authentication vector, the UDM retrieves first authentication subscription data from a repository, which may be the UDR, part of the ARPF or a propriatary repository of the operator.  Sensitive parts of the authentication subscription data, i.e. the long-term key K, shall only be revealed in the clear in the secure execution environment of UDM/ARPF and encrypted otherwise.   

All the cryptographic operations using authentication subscription data in clear text shall be performed within the secure environment of the ARPF. Any decryption key used to decrypt keys shall not leave the secure environment of the UDM/ARPF, e.g. an HSM, within which execution environment the authentication vector is created. 
NOTE: It is a deployment option, whether K is procected by another key or whether there are several layers of encryption used.

Depending on the authentication method, UDM/ARPF will create the the transformed AV for EAP-AKA' or the 5G HE AV for 5G AKA, which is described in detail in 6.1.3.1. and 6.1.3.2, see step 1 respectively. 

*********** END OF CHANGES


