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1
Decision/action requested

SA3 is kindly asked to approve the added security assurance requirement and the corresponding test case for SMF.
2
References
[1]
3GPP TS 32.255 Charging Management; 5G Domain Data Connectivity Charging 
[2]
3GPP TS 33.515 Security Assurance Specification for the Session Management Function
3
Rationale

According to 32.255 [1], charging ID is created to allow correlation of charging information. And at each PDU session establishment a new PDU session specific charging ID is generated at the SMF that processes the PDU session initiating request. The charging ID is then used in all subsequent messages for that PDU session. And the charging ID, once assigned, is used throughout the PDU session’s lifetime. 

It is required in clause 5.1.2 in TS 32.255 [1] that the SMF shall support PDU session charging, and that every PDU session shall be assigned a unique charging ID. 

At the SMF if more than one PDU session were to share the same charging ID, the charging information for a PDU session would be wrongly correlated, creating charging errors.  Therefore, the present document proposes to add the test case on charging ID uniqueness to TS 33.515 [2], the SCAS for SMF. 
4
Detailed proposal

*************** 1st Change ****************
2
References

[x1]



3GPP
TS 32.255: "Charging Management; 5G Data Connectivity Domain Charging ".

*************** End of Change ****************
*************** 2nd Change ****************
4.2 SMF-specific security functional adaptations of requirements and related test cases
Editor’s Note: This clause will document SMF-specific security functional requirements and related test cases. The templates of the security requirements and test case are same with the used templates in TS 33.116.

4.2.1
Introduction
4.2.2
Security functional requirements on the SMF deriving from 3GPP specifications and related test cases

 Editor’s Note: This clause will document Security functional requirements on the SMF deriving from 3GPP specifications and related test cases.

4.2.2.X
Charging ID Uniqueness
Requirement Name: Charing ID uniqueness.
Requirement Description: It is required in clause 5.1.2 of TS 32.255 [x1] that

"-
The SMF shall support PDU session charging using service based interface.
-
The SMF shall collect charging information per PDU session for UEs served under 3GPP access and non-3GPP access.

- Every PDU session shall be assigned a unique identity number for billing purposes per PLMN. (i.e. the Charging Id). "
Threat Reference: Clause X.2.2.3 in TR 33.926
TEST CASE: 

Test Name: TC_CHARGING_ID_UNIQUENESS_SMF
Purpose:

Verify that the charging ID generated by the SMF for each PDU session is unique. 

Pre-Conditions:

Test environment is set up with a Charging Function (CHF), which may be real or simulated, and the SMF under test. The tester is able to capture the traffic between the SMF under test and the CHF.  
Execution Step

1. The tester intercepts the traffic between the SMF under test and the CHF.

2. The tester triggers the establishment of the maximum number of concurrent PDU sessions that the SMF under test can handle.  

3. The tester captures each Charging Data Request [initial] sent from the SMF under test to the CHF, and verifies the charging ID contained in the ‘PDU Session Charging Information’ IE in each Charging Data Request [initial] is unique. 
Expected Results:

The charging ID in each Charging Data Request [initial] is unique.

Expected format of evidence:

Files containing the Charging Data Request [initial] messages (e.g. pcap trace).
*************** End of Change ****************
